
RiversideCA.gov

1

RiversideCA.gov

George Khalil, Chief Information Security Officer

CSMFO Annual Conference

Everything you save CAN and WILL be 

used against you in the event of a 

breach

Department of Innovation 

and Technology
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CIS 20 Critical Controls
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Pervasive Threats?

• Key Principle:

• The processes and tools used to prevent data 

exfiltration, mitigate the effects of exfiltrated data, and 

ensure the privacy and integrity of sensitive information.
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Pervasive Threats?

The loss of control over protected or sensitive data by 

organizations is a serious threat to business operations and 

a potential threat to national security. While some data 

are leaked or lost as a result of theft or espionage, the vast 

majority of these problems result from poorly understood 
data practices, a lack of effective policy architectures, 

and user error. Data loss can even occur as a result of 

legitimate activities such as e-Discovery during litigation, 

particularly when records retention practices are 

ineffective or nonexistent.
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“Muni would lose an estimated $559,000 for 

every day that it was unable to collect 

fares, according to its operating 

budget (see Ransomware Extortion: A 

Question of Time).”

https://www.sfmta.com/sites/default/files/SFMTA Adopted Operating Budget Book FY2015 AND FY2016.Full details.pdf
http://www.databreachtoday.com/ransomware-extortion-question-time-a-9340
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What constitute protected data?

• PII (SSN, DL, Medical, Username and password, Credit card) 

• CIVIL CODE - CIV

• DIVISION 3. OBLIGATIONS [1427 - 3272.9]
• ( Heading of Division 3 amended by Stats. 1988, Ch. 160, Sec. 14. )

• PART 4. OBLIGATIONS ARISING FROM PARTICULAR TRANSACTIONS [1738 - 3273]

• ( Part 4 enacted 1872. )

• TITLE 1.8. PERSONAL DATA [1798 - 1798.78]

• ( Title 1.8 added by Stats. 1977, Ch. 709. )

• CHAPTER 1. Information Practices Act of 1977 [1798 - 1798.78]

• ( Chapter 1 added by Stats. 1977, Ch. 709. )

•
ARTICLE 7. Accounting of Disclosures [1798.25 - 1798.29]

• ( Article 7 added by Stats. 1977, Ch. 709. )

•
1798.29.
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What constitute protected data?

• Other protected Data (HIPPA, PCI, CJIS, CELTS, GDPR, 

PHI, NERC, Gramm-Leach-Bailey Act, FERPA and others)

• Business sensitive information that can cause harm if 

exposed

• National Security or classified material

• Intellectual property

• CAD, Diagrams or design documents
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What are employees doing with 
your data?
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What are employees doing with 
your data?

ANDY GREENBERG, WIRED.COM 10.05.17

https://www.wired.com/author/andy-greenberg


RiversideCA.gov

27

What are employees doing with 
your data?
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3rd Party risk?
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3rd Party risk?
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6.7 Million Voter records
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Do we even know where our data 
lives?
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Do we even know where our data 
lives?

UNKNOWN
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What do they have in common

• They all have: 

– Firewalls

– Antivirus

– They Patch (at least some systems)

– They train their employees

– They don’t know where their data lives

– They lack the capability to determine what data was lost
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What do they have in common

Did they lose sight of what are they 

supposed to protect?



RiversideCA.gov

37

Don’t get stuck in the how and forget why
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Can anyone protect this?
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George’s 21st Critical Control
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• We all know where data should be stored

• But most of us don’t know where data is stored

• Security operates in a continuous incident response loop

• The business does not understand the impact of a data 

breach

• Cleanup is a massive undertaking

Enterprise Data Security Challenges



RiversideCA.gov

41

• Establish Sensitive data handling policy

– Establish sensitivity classification 

– Create document templates

– Create watermarks, labels and meta data standards

– Identify employee roles and restrict access

– Update and enforce your data retention policies

• You can’t lose what you don’t save

Data Protection
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• Establish Data Safe Zones

– Encrypt data at rest on servers and endpoints

– Audit access, changes and deletion 

– Deploy user behavior analytics systems

• Monitor spikes in data access, changes or deletion

• Create normal baseline and alert on anomalies

– Backup and test your disaster recovery plans

– Enable frequent shadow copy / snapshots

– Enforce end to end encryption

Data Protection
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• Create Protected enclaves

– Inspect encrypted communications to and from your secure 

enclaves

– Create choke points to deploy your monitoring systems

– Restrict communication and only allow required ports and 

protocols between your users and your secure enterprise 

applications

– Deploy Web Application Firewalls to protect your public facing 

and internal applications

Data Protection
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• Review legacy data

– Automatic discovery and classification of stored data

• Include network shares and email

• Desktops

• Laptops

• Mobile devices

• Servers

• Enterprise applications

• Don’t forget the Cloud

Data Protection
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• Engage your business

– IT and Security are not the data custodians

– Each business unit that generates data needs a Data 

Champion

– Review how each business unit generates sensitive data

• Most data is redundant and not needed

• You often encounter duplicate records, reports and orphan files

• Change risky business processes

• Enforce your record retention policies

Data Protection
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• Manage Data Life Cycle

– Beware of unauthorized Cloud Sync apps

– Deploy Automated DLP identification and blocking systems

– Create Automated policies to respond and contain protected 

data

• Automatically move data to protected enclave

• Create work flows to your department Data Champion

• Change user behavior

• Correct broken business processes

Data Protection
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• Offensive Data Security

• Canary in the mine / Honey Files

– Create dummy files with important name

– Embed trackers, beacons

– Log and alert on access

• Black holes

• Counter intelligence campaign 

– Internal and external

– 3rd party access virtual Air gap

Data Protection



RiversideCA.gov

48

• Offensive Data Security

• Canary in the mine / Honey Files

– Create dummy files with important name

– Embed trackers, beacons

– Log and alert on access

• Black holes

– Large files to trigger behavior and file transfer alerts

– Consume the attackers disk space

– Slow the attacker down

• Counter intelligence campaign 

– Advertise fake projects and fake staff, monitor these keywords heavily

Data Protection
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• Application security
– Who manages your encryption keys?

– An application vulnerability+ application managed encryption 
keys = breach

– Database encryption does not protect from employees 
running reports containing sensitive data

– Hash+Salt your passwords 

– If possible encrypt data through it’s entire lifecycle (including 
reports)

– Build systems to allow revoking the encryption certificates 
after it leaves your organization

Data Protection
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– “Air Gap” your vendors

– Change all service accounts and built in logins

– Enable Dual factor authentication for staff, vendors and system 

administrators

– Isolate your test, development and training environment from 

production systems

– Review user access rights annually and require reauthorization 

for sensitive systems. 

Data Protection
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– You can’t lose what you don’t have

Remember, Everything you save can and will be used against 

you in the event of a breach

Data Protection
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QUESTIONS?

For a copy of this presentation, email me at gkhalil@Riversideca.gov
www.linkedin.com/in/george-khalil-Riverside

mailto:gkhalil@Riversideca.gov
http://www.linkedin.com/in/george-khalil-Riverside

