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CIS 20 Ciritical Controls

CIS Controls

-
First 5 CIS Controls
Eliminate the vast majority of —
your organization's 1: Inventory of Authorized and Unauthorized Devices -
vulnerabilities |
2: Inventory of Authorized and Unauthorized Software -
3: Secure Configurations for Hardware and Software -
4: Continuous Vulnerability Assessment and Remediation -
5: Controlled Use of Administrative Privileges -
S —
* 2
A
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CIS 20 Ciritical Controls

All 20 CIS Controls

Secure your entire organization
against today's most pervasive
threats

CITY OF ~
RIVERSIDE

6
7
8:
9

12:
13:
14:
15:
16:

: Security Skills Assessment and Appropriate Training to Fill Gaps

: Email and Web Browser Protections -

Malware Defenses -

Data Recovery Capability -

: Limitation and Control of Network Ports -
10:
11:

Secure Configurations for Network Devices -

Boundary Defense -

Data Protection -

Controlled Access Based on the Need to Know -

Wireless Access Control -

Account Monitoring and Control -

: Application Software Security -
: Incident Response and Management -

: Penetration Tests and Red Team Exercises

: Maintenance, Monitoring, and Analysis of Audit Logs -

RiversideCA.gov



Pervasive Threats?

CIS Control 13
Data Protection

» Key Principle:
* The processes and tools used to prevent data
exfilfration, mitigate the effects of exfiltrated data, and

ensure the privacy and intfegrity of sensitive information.

RiversideCA.gov



Pervasive Threats?

The loss of control over protected or sensifive data by
organizations is a serious threat to business operations and
a potential threat to national security. While some data
are leaked or lost as a result of theft or espionage, the vast
majority of these problems result from poorly understood
data practices, a lack of effective policy architectures,
and user error. Data loss can even occur as a result of
legitimate activities such as e-Discovery during litigation,
particularly when records retention practices are
Ineffective or nonexistent.
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Pervasive Threats?
N/

%U?? BOEING EMPLOYEE EMAILS

36.000 COWORKERS'
novemniese  PERSONAL INFO TO SPOUSE

W Tweet
I Share ACCIDENTALLY LEAKED CREDENTIALS; MISPLACED DATA

% EI::” Boeing has started notifying the 36,000 employees whose personal
information was mistakenly leaked via email, according to

& Print Threatpost.
B Email

A Boeing employee had a problem formatting a spreadsheet and
emailed it to his spouse for help, wrote Boeing Deputy Chief Privacy
Officer Mane Olson in a letter to the Washington State attorney
general notifying the state of the data breach.

The spreadsheet contained names, birthdates, Social Security
numbers, and other accounting code and employee identification
information—but tucked away in “hidden” columns. The employee
sent the email Nov. 21, though it wasn't discovered until January.

Boeing is offering employees two years of identity protection
services.

RiversideCA.gov
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Pervasive Threats?

teCh BUSINESS CULTURE GADGETS FUTURE STARTUPS

Personal information of almost 200 million registered U.S. voters
was accidentally exposed online due to an improperly configured
security setting, security firm UpGuard revealed on Monday.

The leaked information, compiled by Republican data firmm Deep Root Analytics and two other
Republican contractors, included names, birth dates, addresses, voter registration details and
social media posts.

UpGuard cyber risk analyst Chris Vickery discovered the open database of 198 million voters on
June 12, and it was secured on June 14. Putting that number into context, Folitico reported last
October that the United States had a little more than 200 million voters.

r* About 1.1 terabytes of data was available to download and not password protected. %

A
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Pervasive Threats?
The R Register’

Biting the hand that feeds IT

a, DATACENTER  SOFTWARE  SECURITY  TRANSFORMATION  DEVOPS  BUSINESS  PERSOMALTECH  SCIENCE EMERGENT TECH  BOOTHMOTES Q

Security

Yet another AWS config fumble: Time
Warner Cable exposes 4 million
subscriber records

US cable giant the latest victim of S3 cloud security
brain-fart
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Pervasive Threats?

Healthcare IT News TOPICS

Privacy & Security

Accenture latest to breach
client data due to misconfigured
AWS server

Hundreds of gigabytes of sensitive client and company data
were exposed when the tech and cloud giant accidentally left
four of its AWS S3 buckets open to the public.
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Pervasive Threats?

wj] AGENT PRODUCTS w INTELLIGENCE SOLUTIONS w IDENTITY THEFT PROTECTION w

& CONTACT

63% of Data Breaches Result From Weak or
Stolen Passwords

In its recent 2016 Data Breach Investigations Report, Verizon Enterprise confirmed
many industry trends that we see at |D Agent every day. The most glaring blind spot for
organizations is how stolen credentials are the primary means by which hackers

exploit their vital systems.

Credentials are the holy grail for hackers. In a study of 905 phishing attacks, the

re 10
’Z‘l‘ vast majority—91 percent—were after user credentials.
RIVERSIDE RiverSideCA.gOV




Pervasive Threats?

{05 Angeles Times |

f ¥ = | OCAL / LA N

L.A. County targeted in phishing cyberattack;
private information of 750,000 people
compromised
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The San Francisco Rail Ransomware Rogue Has Been
Hacked... Twice

Q00006

Thomas Fox-Brewster, rorRBES STAFF %
I cover crime, privacy ond security in digital and physical forms. FULL BIO vV

v"‘
2
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JACK STEWART TRANSPORTATION 11.28.16 7:08 PM

SES TRANSIT HACK GOULD'VE
BEEN WAY WORSE—AND GITIES
MUST PREPARE

13
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“Muni would lose an estimated $559,000 for
every day that it was unable to collect
fares, according to its operating

budget (see Ransomware Extortion: A
Question of Time)."

RiversideCA.gov



https://www.sfmta.com/sites/default/files/SFMTA Adopted Operating Budget Book FY2015 AND FY2016.Full details.pdf
http://www.databreachtoday.com/ransomware-extortion-question-time-a-9340
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Cyberattack Targets San Jose
Police Department, City Websites

By Jennifer Wadsworth ¥ @jennwadsworth - November 9, 2015

L3S TIEE ;! :
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United States
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TECHNOLOGY NEWS | Thu Feb 25, 2016 | 6:52pm EST

U.S. government concludes cyber attack
caused Ukraine power outage

(W) @ @ (=)
By Dustin Volz | WASHINGTON

A December power outage in Ukraine affecting 225,000 customers was the result of a cyber attack,
the U.5. Department of Homeland Security said Thursday, marking the first time the U.5.
government officially recognized the blackout as caused by a malicious hack.

'é! 16
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By HOLLYWILLIAMS CBSNEWS  December 21, 2016, 7:27 PM

Russian hacks into

Ukraine power grids a
sign of things to come for
U.S.?




City, streetcar project scammed for $3.2 million

Elida S. Perez,ElPasoTimes Published 1:07 p.m. MT Nov. 2, 2016 | Updated 6:40 p.m. MT Nov. 2, 2016

Crews work on the Downtown EI Paso trolley project along Kansas Street and Mills Avenue. Ruben
rj? R. Ramirez/El Paso Times 18
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WHO HAS

ACCESS

TO YOUR DATA?

v —




N THIS CORNER WE HAVE q
- FIREWALLS, ENCRYPTION,
ANTIVIRUS SOFTWARE , ETC

- AND N THIS CORNER

Ve Have Dave//

117

copyright 2006 john klossner, www.jklossner.com

o O WWw. jklossner' .com
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What constitute protected data?

PIl (SSN, DL, Medical, Username and password, Credit card)

CIVIL CODE - CIV

DIVISION 3. OBLIGATIONS [1427 - 3272.9]

([ Heading of Division 3 amended by Stafs. 1988, Ch. 160, Sec. 14.)

« PART 4. OBLIGATIONS ARISING FROM PARTICULAR TRANSACTIONS [1738 - 3273]
« (Part4 enacted 1872.)

« TITLE 1.8. PERSONAL DATA [1798 - 1798.78]

« (Title 1.8 added by Stats. 1977, Ch. 709. )

« CHAPTER 1. Information Practices Act of 1977 [1798 - 1798.78]

« (Chapter I added by Stats. 1977, Ch. 709.)

ARTICLE 7. Accounting of Disclosures [1798.25 - 1798.29]
« ([ Article 7 added by Stats. 1977, Ch. 709. )

798.29.

21
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What constitute protected data?

« Other protected Data (HIPPA, PCI, CJIS, CELTS, GDPR,
PHI, NERC, Gramm-Leach-Bailey Act, FERPA and others)

e Business sensifive information that can cause harm if
exposed

* National Security or classified material
* Intellectual property
 CAD, Diagrams or design documents

RiversideCA.gov



What are employees doing with

our data?
® AU HUFFPOST

NEWS POLITICS ENTERTAINMENT SPORT REFRESH TECH FOOD

Adelaide Security Breach Sees Secrets Stolen From
International, $1.1 Trillion Joint Strike Fighter Project

Using "admin-admin” as your login-password is ridiculous.

RIVERSIDE RiverSideCA.gOV




What are employees doing with

= GCOMPUTERWORLD

your data?

FROM IDG

NEWS

Classified U.S. military info, corporate data
available over P2P

Inadvertent data leakage worse than thought, experts tell Congress

RiversideCA.gov



What are employees doing with
your data?

The R Register’

Biting the hand that feeds IT

WARE  SECURITY  TRANSFORMATION DEVOPS  BUSINESS  PERSOMAL TECH SCIENCE EMERG

Security

Russian spies used Kaspersky AV to
hack NSA staffer, swipe exploit code -
new claim

He genaii n3 Myxu CnoHa, roBoput EBreHuii

By lain Thomson in San Francisco 5 Oct 2017 at 20:21 98 SHARE Y

ré‘ 25
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What are employees doing with
your data?

"What are the hell are these people thinking?” asks Aitel.
"Leaving the NSA with top-secret documents and putting
them on yvour home machine 1s the verv first thing they tell
you not to do. Why it keeps happening 1s a mystery to me,
and probably to the management at NSA.”

ANDY GREENBERG, WIRED.COM 10.05.17

RiversideCA.gov



https://www.wired.com/author/andy-greenberg

What are employees doing with
your data?

healthcare

Based Care ~ Clinical = Tech -  Business Mgmt ~  Data Secunity = Pop Health & Analytics ~

Laptop Theft May Have Exposed PHI of 400,000
Current or Former California Inmates

June 7, 2016 by Heather Land ﬂ m ﬂ &l Reprints

The theft of a non-encrypted laptop belonging to a staff member of California Correctional Health
Care Services may have exposed the protected health information (PHI) of up to 400,000 patients

who served time in California prisons during an 15-year period.
27
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3d Party risk?

Opinions expressed by ICH authors are their own.

OPINION

Hackers are aggressively targeting law firms' data

If you thought hackers were afraid of the guys who can prosecute them, think again!

O060DOCOC OO0
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3d Party risk?

{05 Anaeles Times e |

Cyberattacks once again roil Hollywood, but
can anything be done about it?

By David Ng, Rvan Faughnder and Paresh Dave - Contact Reporters
MAY 23, 2017, 3:00 AM

ike most large corporations, major Hollywood studios are fond of outsourcing,.

From coming attraction trailers that are designed to draw audiences into
cinemas to eve-popping 3-D visual effects that burst off the screen, studios
routinely farm out large chunks of work to vendors around the globe who compete to

provide lowest-cost solutions.

And therein lies a big cybersecurity problem, according to experts. Hackers increasingly

are targeting these vendors to pilfer movies and TV series prior to their releases. The

cvberthieves are betting — correctly in some cases — that lax network security at these

vendors will allow easy access to content that they can hold hostage for a ransom. 29
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6.7 Million Voter records

Researcher discovers Georgia
voter database exposed online

By Associated Press June 15, 2017 | 2:41am

RiversideCA.gov



Do we even know where our data
lives?

Irnr-~
rriv.

IDENTITY THEFT
RESOURCE CENTER

|dentity Theft Resource Center cyser
2017 Data Breach Stats

How is this report produced? What are the rules? See last page of report for details. Report Date:  10M10/2017

Category: Banking/Credit/Financial Exposad #

ITRC Breach ID

Company or Agency

State

Breach Category

Records Exposed?

of Records

ITRC20171010-18

ITRC20171010-15

ITRC20171010-02

ITRC2017100:3-28

ITRC20171002-01

ITRC20170912-16

ITRC20170912-15

ITRC20170911-07

ITRC20170905-18

ITRC201 7090517

ITRC20170905-13

ITRC20170830-18

ITRC201T0822-03

ITRC 204 THENG03

Lendio

Citizens Financial Group, Inc. {10/4)
Catholic United Financial

Whatcom Land Title Company

Servis One, Inc. dba BSI Financlal Services
Santander Bank (3/24)

Santander Bank (3/8)

Timberiand Bank

Nationstar Mortgage LLC dba Mr. Cooper
LPL Financial

Citizens financial Group (B/29)

Crescent Mortgage Company

Golden 1 Credit Union

HDO Va=zt Investmant Servlcas

uT

Ri

iy

WA

Tx

WA

MA

WA

TX

Rl

G

T%

Banking/CreditFinancial
Banking/CreditFinancial
Banking/CreditFinancial
Banking/Credit‘Financial
Banking/Credit‘Financial
Banking/CreditFinancial
Banking/CreditFinancial
Banking/CreditFinancial
Banking/CreditFinancial
Banking/CreditFinancial
Banking/Credit‘Financial
Banking/CreditFinancial
Banking/CreditFinancial

BankinoCreditiFinamncial

Yes - Unknown 2

Yes - Unknown 2

Yes - Unknown #

Yes - Published #

Yes - Unknown #

Yes - Unknown #

Yes - Unknown 2

Yes - Unknown 2

Yes - Unknown #

Yes - Unknown 2

Yes - Unknown #

Yes - Unknown #

Yes - Unknown #

Yee o Lnknows 2

Unknown
Unkrown
Unknowwn
433
Unknown
Unknown
Unknown
Unknown
Unknowwn
Unkrnown
Unknown
Unknown
Unknown

L rdke ey i 1y
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Do we even know where our data
lives?

How is this report produced? What are the rules? See last page of report for details. Report Date: 10102017
ITRG201T0623-01 Home Point Financial Corporation Ch Banking/Credit'Financial Yes - Unknown # Unknown
ITRC201T0616-12 Provident Credit Union CA Banking/Credit/Financial Yes - Unknown # Unknown
ITRC20170616-08 Unien Bank & Trust (UET) NE Banking/Credit'Financial Yes - Unknown & Unknown
ITRG20170614-01 Bridge Investment Group uT Banking/Credit'Financial Yes - Unknown # Unknown
ITRC201 T0606-06 optlonsXpress, Inc. by Charles Schwab IL Banking/Credit/Financial Yes - Unknown & Unknown
ITRC201 7060101 Funding Circle USA, Inc. Ch Banking/Credit'Financial Yes - Published # 6,000

ITRC20170526-04 Citizens Financial Group (5/5/2017) RI Banking/Credit'Financial Yes - Unknown & Unknown
ITRC201 7052603 Capital First Trust Company Wi Banking/Credit/Financial Yes - Unknown & Unknown
ITRC20170525404 Bank of the West Ch Banking/Credit'Financial Yes - Unknown # Unknown
ITRC201T0524-01 BMO Harris Bank IL Banking/Credit'Financial Yes - Unknown # Unknown
ITRC201 7052312 Royal Alllance & Assoclates NY Banking/CreditFinancial Yes - Unknown & Unknown
ITRC20170523-11 OneMain Financial Group MD Banking/Credit'Financial Yes - Unknown # Unknown
ITRC201 7052309 Stark Investments Wi Banking/Credit'Financial Yes - Unknown # Unknown
ITRC201 7052306 Trinity Private Equity Group TX Banking/Credit/Financial Yes - Unknown & Unknown
ITRC201 7051906 Citibank, MA 5D Banking/Credit'Financial Yes - Unknown # Unknown
ITRC20170517-14 State Bank of Lincoln IL Banking/Credit'Financial Yes - Unknown # Unknown
ITRC20170517-12 SunTrust Bank GA Banking/Credit/Financial Yes - Unknown # Unknown

s ITRC20170517407 Fidelity Mational Financial, Inc. / Ceridian Corporation FL Banking/CreditFinancial Yas - Unknown # Unknown 32

ITRC2017051513 Ameriprise Financial Services, Inc. M Banking/Credit'Financial Yes - Unknown & Unknown

A

<ITY OF i
RIVERSIDE

ITRC201 7051021

ITRC201 70510409

Colony American Finance, LLC

Capital One

Banking/Credit/Financial

Banking/Credit/Financial

Yes - Unknown &

Yes - Unknown &

Unknown

Unknowin

ersideCA.gov



Do we even know where our data
lives?

How is this report produced? What are the rules? See last page of report for details. Report Date: 10102017

ITRC20170616-04 Onia LLC / Acadace, LLC NY Business Yes - Unknown # Unknown
ITRC20170616-03 Jawalry.com FL Business Yes - Published # 7,000
ITRC20170616-02 Southern Tide 8C Business Yes - Unknown # Unknown
ITRC20170616-01 Sadd Velazquez Higashi Shamaa (SVHS) CA Business Yes - Unknown # Unknown
ITRC20170615-04 Tennesses Rural Health Improvement Assoclation TH Business Yes - Published # [3:1:]
ITRC20170615-02 CashCrate (] Business Yes - Unknown # Unknown
ITRC20170615-01 Gracenote, a Nielsen Company CA Business Yes - Unknown # Unknown
ITRC20170613-01 Tutti Muslc Player Usars | Spactrum Interactive MY Business Yes - Unknown # Uniknown
ITRC20170608-01 Townsends IM Business Yes - Unknown # Unknown
ITRC 201 T0606-05 ITA Group, Inc. 1A Business Yes - Unknown # Unknown
ITRC201706:06-04 Clysar, LLC 18 Business Yes - Unknown # Uniknown
ITRC20170605-07 Crimson Trace Corporation OR Business Yes - Unknown & Unknown
ITRC20170605-05 Trojan Battery Sales, LLC FL Business Yas - Unknown # Unknown
ITRC201706:05-04 Engalbarth Construction, Ine. VT Business Yes - Unknown # Uniknown
ITRC20170605403 Angliss & Colohan, P.C. CT Business Yas - Unknown # Unknown
ITRC20170605-02 My Freedom Smokes MNC Business Yas - Unknown # Unknown
ITRC20170&05-01 Signature Hardware, Inc. KXY Business Yes - Unknown # Uniknown
ITRC20170601-08 Kmart / Sears Holding Company IL Business Yas - Unknown # Unknown
ITRC20170601-06 Onelogin CA Business Yas - Unknown # Unknown
ITRC201706:01-05 Pinte Mucanskl Hooper VanHouse & Co. MY Business Yes - Unknown # Uniknown Rive I'Sid eCA. g OV
ITRC20170601<02 Kalth M Sauthwood CPA lnec (Y Business Yes - Unknown & Unknown




Do we even know where our data
lives?

UNKNOWN

+ 34
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What do they have in common

* They all have:
— Firewalls
— Antivirus
— They Patch (at least some systems)
— They ftrain their employees
— They don’t know where their data lives
— They lack the capability to determine what data was lost

RiversideCA.gov



What do they have in common

Did they lose sight of what are they
supposed to protect?

RiversideCA.gov



Don’t get stuck in the how and forget why

Layer 3
Operating system hardening

- Security configuration

- Anti-malware

- General ADDS security

- File system

- Print system

- .NET Framework security

- Internet Information Services
- System redundancy

Layer 2
Physical protection

- Physical environment
- Physical controls
- Communications

- Surveillance .
Layer 4
Information access
Layer 1 - User identification

Critical information - Security policies

- Resource access

- Role-based access control
- Access auditing/monitoring
- Digital rights management

- Data categorization
- Application hardening

Layer 5
External access

37
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Can anyone protect this?
\ e |
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George’s 215t Critical Control

A‘ ‘6 Datg 99
' 3y Know thyse'r.
- S=sraces

-George

39
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Enterprise Data Security Challenges

 We all know where data should be stored
* But most of us don’t know where data is stored
» Security operates in a continuous incident response loop

* The business does not understand the impact of a data
breach

» Cleanup is a massive undertaking

RiversideCA.gov



Data Protection

 Establish Sensitive data handling policy
— Establish sensitivity classification
— Create document templates
— Create watermarks, labels and meta data standards
— ldentify employee roles and restrict access

— Update and enforce your data retention policies
* You can’t lose what you don’t save

RiversideCA.gov



Data Protection

 Establish Data Safe Zones
— Encrypt data at rest on servers and endpoints
— Audit access, changes and deletion

— Deploy user behavior analytics systems
* Monitor spikes in data access, changes or deletion
* Create normal baseline and alert on anomalies

— Backup and test your disaster recovery plans
— Enable frequent shadow copy / snapshots
— Enforce end to end encryption

RiversideCA.gov



Data Protection

 Create Protected enclaves

— Inspect encrypted communications to and from your secure
enclaves

— Create choke points to deploy your monitoring systems

— Restrict communication and only allow required ports and
protocols between your users and your secure enterprise
applications

— Deploy Web Application Firewalls to protect your public facing
and internal applications

RiversideCA.gov



Data Protection

» Review legacy data

— Automatic discovery and classification of stored data
* Include network shares and email
* Desktops
* Laptops
* Mobile devices
- Servers
 Enterprise applications
* Don’t forget the Cloud

RiversideCA.gov



Data Protection

 Engage your business
— IT and Security are not the data custodians

— Each business unit that generates data needs a Data
Champion
— Review how each business unit generates sensitive data
* Most data is redundant and not needed
* You often encounter duplicate records, reports and orphan files
« Change risky business processes
» Enforce your record retention policies

RiversideCA.gov



Data Protection

 Manage Data Life Cycle
— Beware of unauthorized Cloud Sync apps
— Deploy Automated DLP identification and blocking systems

— Create Automated policies to respond and contain protected
data

- Automatically move data to protected enclave

» Create work flows to your depariment Data Champion
 Change user behavior

» Correct broken business processes

RiversideCA.gov



Data Protection

« Offensive Data Security

 Canary in the mine / Honey Files
— Create dummy files with important name
— Embed trackers, beacons
—Log and alert on access
 Black holes
» Counter intelligence campaign
— Internal and external

— 3'd party access virtual Air gap

ré_‘ 47
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Data Protection

« Offensive Data Security

 Canary in the mine / Honey Files
— Create dummy files with important name
— Embed trackers, beacons
—Log and alert on access
* Black holes
— Large files to trigger behavior and file transfer alerts
— Consume the attackers disk space
— Slow the attacker down

» Counter intelligence campaign
ri— — Advertise fake projects and fake staff, monitor these keywords heavily 43
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Data Protection

« Application security
— Who manages your encryption keys?

— An application vulnerability+ application managed encryption
keys = breach

— Database encryption does not protect from employees
running reports containing sensitive data

— Hash+Salt your passwords

— If possible encrypt data through it's entire lifecycle (including
reports)

— Build systems to allow revoking the encryption certificates

after it leaves your organization N

ri_‘
c'!T!
RIVERSIDE
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Data Protection

— “Air Gap” your vendors
— Change all service accounts and built in logins

— Enable Dual factor authentication for staff, vendors and system
administrators

— Isolate your test, development and training environment from
production systems

— Review user access rights annually and require reauthorization
for sensitive systems.

RiversideCA.gov



Data Protection

— You can’t lose what you don’t have

Remember, Everything you save can and will be used against
you in the event of a breach

RiversideCA.gov



QUESTIONS?

For a copy of this presentation, email me at gkhalil@Riversideca.gov
www.linkedin.com/in/george-khalil-Riverside

ré! 52
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