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Agenda

• Assess the Risk: Summary of 2018 ACFE Report to the Nations
• Overview of Tools: Data Science | Artificial Intelligence | Machine Learning
• Case Study: Procurement 
• Other Applications: Other Areas Where Artificial Intelligence May Help
• Questions
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Assessing the Risk
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ACFE Report to the Nations:  Key Findings
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ACFE Report to the Nations:  Corruption
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“Because of ongoing 
employment negotiations with 

the vendor, I knew that a 
recusal was required.  So when 
I attended project meetings, I 
did not listen, when people 

asked me for project advice, I 
did not respond, and when the 

vendor solicited contract 
modifications, I called in sick.  

I knew I was recused.”
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“I know you’re thinking this was 
nepotism, but after reviewing all 
the applications and doing some 
interviews, I determined that my 
son was really the best qualified 

candidate.”
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“The gift from the vendor did not violate 
company ethics policies because we agreed 
that it would be delivered after the deal was 

signed.”
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ACFE Report to the Nations:  Asset Misappropriation
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ACFE Report to the Nations:  Asset Misappropriation Heat Map
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ACFE Report to the Nations:  Financial Statement Fraud
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ACFE Report to the Nations:  How long do different occupational fraud schemes 
last?
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ACFE Report to the Nations:  Anti-Fraud Controls

• Code of Conduct (80%)
• External Financial Statement Audit (73%)
• Internal Audit (73%)
• Management Certification (72%)
• External Audit of Internal Controls
• Management Review
• Hotline
• Independent Audit Committee
• Employee Support Programs
• Anti-Fraud Policy
• Fraud Training – Employees 
• Fraud Training – Managers/Executives

• Dedicated Fraud Department
• Formal Fraud Risk Assessments
• Surprise Audits
• Proactive Data Monitoring
• Job Rotation/Mandatory Vacation (19%)
• Rewards for Whistleblowers (12%)
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ACFE Report to the Nations:  Effectiveness Anti-Fraud Controls
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Overview:
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Data Science
Artificial Intelligence
Machine Learning
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What is Data Science?

Data science is an interdisciplinary field that utilizes scientific methods, processes, and systems to extract 
knowledge or insights from structured or unstructured data.

Data 
Science

Advanced 
Computing

Statistics

Data 
Engineering

Math
Domain 

Expertise

Scientific 
Method

Visualization
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Buzzword definitions

Artificial Intelligence

Big Data

Data Mining

Machine Learning

Deep 
Learning

Terminology

The technologies and disciplines in the
machine learning space are continually evolving,
but here are some of the key terms and 
their relationships to one another…
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Buzzword definitions

Data Mining

• A process for extracting information from data

• The three main steps:
• Loading the data (big data or small data)
• Analyzing the data 
• Presenting the results

Artificial Intelligence

Big Data

Data Mining

Machine Learning

Deep 
Learning
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Buzzword definitions

Big Data

• The V’s of big data
• Volume (size of the data set)
• Variety (multiple types of data sets)
• Velocity (speed of new data added to the data sets)
• Veracity (quality of the data)
• Variability (changing characteristics of the data sets)

Artificial Intelligence

Big Data

Data Mining

Machine Learning

Deep 
Learning
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Buzzword definitions

Artificial Intelligence (AI)

• Artificial General Intelligence:
• Machines programmed to teach itself new tasks

• Artificial Specific Intelligence:
• Machines programmed to accomplish “smart” 

specific tasks

Artificial Intelligence

Big Data

Data Mining

Machine Learning

Deep 
Learning



© 2019 Crowe LLP 23

Buzzword definitions

Machine Learning (ML)

• Self-adaptive algorithms that a computer uses to 
identify patterns in data and use those patterns to 
make predictions

• Models programmed to perform a specific task
• Customer segmentation
• Estimate the probability of early repayment

Artificial Intelligence

Big Data

Data Mining

Machine Learning

Deep 
Learning
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Buzzword definitions

Deep Learning

• ML algorithms that attempt to mimic the human brain 
using hierarchical layers

• Performs well on tasks with large amounts of data 
such as image recognition and natural language 
processing

Artificial Intelligence

Big Data

Data Mining

Machine Learning

Deep 
Learning
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What is AI/ML

•“Artificial Intelligence is the broader concept of 
machines being able to carry out tasks in a way 
that we would consider “smart”.

•Machine Learning is a current application of AI 
based around the idea that we should really just 
be able to give machines access to data and let 
them learn for themselves.”

“What Is The Difference Between Artificial 
Intelligence And Machine Learning?”  
Forbes, December 6, 2016

Artificial Intelligence

Big Data

Data Mining

Machine Learning

Deep 
Learning

Analytics & 
Visualization
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What is AI/ML

• Early warning systems for automatic breaking
• Simple system we can identify fundamental 

equations on what should happen

• Alert the user and break if: 

Distance * MaxBrakePower < Threshold* 
(Difference in car velocities)

• Still an AI System
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What is AI/ML

• What if we have to turn?
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What is AI/ML
Machine Learning Build

Inputs Outputs

Program/Rules
“Map”

Data

Answer
(Results)

Machine Learning Use

Inputs Outputs

Program/Rules
“Map”

Data
Answer

(Results)

Software Engineering Build and Use

Inputs Outputs

Program/Rules
“Map”

Human knowledge
Answer

(Results)
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What is AI/ML

• What if we have to turn?

Lane Departure Warning System based on a Monocular Camera. 
https://www.youtube.com/watch?v=fqQFVK4ZxoQ&feature=youtu.be

NVIDIA Drive PX2 self-driving car platform visualized
https://www.youtube.com/watch?v=URmxzxYlmtg

CES 2016: NVIDIA DRIVENet Demo - Visualizing a Self-Driving Future (part 5)
https://www.youtube.com/watch?v=HJ58dbd5g8g
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Red Green Blue

74 94 144

23 60 107

125 173 175

188 190 117

172 150 61

Sold Demos Parts

74 94 144

23 60 107

125 173 175

188 190 117

172 150 61
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What is AI/ML?

• Wide range of possibilities, but significant effort and specializations needed to create

Google Duplex: A.I. Assistant Calls Local Businesses To Make Appointments
https://www.youtube.com/watch?v=D5VN56jQMWM
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“Brains” to “Hands”…

“Brains”
• Human knowledge
• Intellectual property
• Artificial intelligence

“Hands”
• Humans
• Robotic process 

automation (RPA)
• Custom application 

developments

RPA
System based on rules
• Filling in web forms
• Copying data from one 

form to another
• Easily create a way to 

automate repetitive tasks

AI/ML
System based on data
• Learns from historical 

actions
• Doesn’t need human 

understanding of system
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Risks

Tay was an artificial intelligence chatter bot that was originally released 
by Microsoft Corporation via Twitter on March 23, 2016; it caused subsequent 
controversy when the bot began to post inflammatory and offensive tweets 
through its Twitter account, forcing Microsoft to shut down the service only 16 
hours after its launch. – Wiki

A few headlines:
Microsoft is deleting its AI chatbot's incredibly racist tweets – Business Insider
Facebook and YouTube should have learned from Microsoft's racist chatbot – CNBC
Tay: Microsoft issues apology over racist chatbot fiasco – BBC
Racist, Sexist AI Could Be A Bigger Problem Than Lost Jobs – Forbes
Microsoft’s chatbot gone bad, Tay, makes MIT’s annual list of biggest technology fails – Geekwire
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Case Study – Procurement 
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Case Study – Original Project

Rule

All Open PO's with Award Amounts between $19,500 and $20,000

All Open PO's with Award Amounts between $49,000 and $50,000

All Open PO's with Award Amounts Over $50,000

All Open PO's with Paid Amounts Over $50,000

All Open PO's with Paid Amounts Over 1,000% of the Award Amounts

All Open PO's with Paid Amounts Over 100% of the Award Amounts

All Other PO's Awarded in Open Regions and Not to the Open Contractor

Process Duration Results

Analyst defined rules, based on 
what was seen in the data, to help 
identify which contracts should be 
looked at

Team of 5 analysts working 
for 4 months

37 suspicious/fraudulent  
contracts found (0.22%)



© 2019 Crowe LLP 38

Case Study – Anomaly Detection with ML

Purchase Order Amount

Rules Approach
• One piece of information 

(univariate)
Distribution Details
Type: normal
Log-Likelihood: -127.3
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Case Study – Anomaly Detection with ML

Bid Amount Total COs Total Paid Other

$348,209.00 $255,658.00 $   871,676.50 …

$  21,992.25 $436,820.81 $   259,829.76 …

$275,181.00 $215,753.00 $   382,826.50 …

$486,731.00 $146,825.74 $   545,266.62 …

Top 1% (~166)
• 34/37 fraudulent contracts

Top 5% (~800)
• 37/37 fraudulent contracts

Only Underlying Data 
(No human analyst rules)

With Machine Learning
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Machine Learning 
Approach
• All data is used to look 

for anomalous behavior 
(multivariate)
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Case Study – Anomaly Detection with ML

Filter Out 
the Noise

Zero Human 
Rules

5 People
4 Months

1 Person
1 Month
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Crowe Anomaly Detection Suite
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Crowe Anomaly Detection Suite
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Crowe Anomaly Detection Suite
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Implementation 
Observations
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“IF IT AIN’T 
BROKE…

_________”
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“IF IT AIN’T 
BROKE…

DON’T FIX IT.”

#CroweSOF
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‘IF IT AIN’T BROKE, DON’T FIX IT’ 
IS THE SLOGAN OF THE 

COMPLACENT, 
THE ARROGANT

OR THE SCARED.

IT’S AN EXCUSE FOR INACTION.
-- Colin Powell 

#CroweSOF
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ACFE Report to the Nations:  Most Common Government Fraud Schemes
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ACFE Report to the Nations:  Corruption
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Case Study – Anomaly Detection with ML

Bid Amount Total COs Total Paid Other

$348,209.00 $255,658.00 $   871,676.50 …

$  21,992.25 $436,820.81 $   259,829.76 …

$275,181.00 $215,753.00 $   382,826.50 …

$486,731.00 $146,825.74 $   545,266.62 …

Top 1% (~166)
• 34/37 fraudulent contracts

Top 5% (~800)
• 37/37 fraudulent contracts

Only Underlying Data 
(No human analyst rules)

With Machine Learning
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Thank You
Kathy V. Lai, CPA, CGMA
Direct:  714.668.5376
kathy.lai@crowe.com

Tim Bryan
Direct:  916.492.5153
tim.bryan@crowe.com

Tatiana Szerwinski
Direct:  310-285-2416
tszerwinski@beverlyhills.org
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