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Harriet Richardson is the Palo Alto City Auditor and has 28 years of experience as a 
performance auditor at the federal, state, and local levels of government. She is a Certified 
Public Accountant, Certified Internal Auditor, Certified Government Audit Professional, and 
Certified in Risk Management Assurance. 
Dr. Peter Hughes, MBA is a highly experienced executive who is the Assistant Auditor-
Controller for Los Angeles County. He is a Certified Public Accountant, Certified Internal 
Auditor, Certified Fraud Examiner, Certified Information Technology Professional, and 
Certified Compliance & Ethics Professional.  Peter’s past positions include Performance 
Audit Director, and Director of Internal Audit for Orange County as well as the Director of 
Internal Audit for Caltech, NASA’s Jet Propulsion Lab, and for the Oregon University System.
Mark Cousineau has more than 25 years of internal and external California government 
accounting and auditing experience. He is a Certified Public Accountant, Certified Internal 
Auditor, Certified Fraud Examiner, Certified Information Technology Professional, Certified 
Government Audit Professional, Certified Government Financial Manager, Chartered Global 
Management Accountant, and Certified in Risk Management Assurance.  Mark is a Director 
for MGO CPAs and Advisors State & Local Government practice.
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Fraud Review - Types

• Overstatements of Net Income
• Understatements of Net Income

Financial Statements

• Bribery / Illegal Gratuities
• Conflict of Interest
• Economic Extortion

Corruption

• Cash
• Inventory and Other Assets

Asset 
Misappropriation
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Fraud Review - Risks

RISKS
• Public Good
• Operational Failure
• Audit Risk – Audit Failure 
• Regulatory
• Reputation
• Reporting 
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Fraud Review – Internal Control Requirements

Risk Assessment - COSO 2013, Principle 8

https://www.coso.org/Documents/COSO-ICIF-11x17-Cube-Graphic.pdf

Presenter
Presentation Notes
PART 200—UNIFORM ADMINISTRATIVE REQUIREMENTS, COST PRINCIPLES, AND AUDIT REQUIREMENTS FOR FEDERAL AWARDS, § 200.303 Internal controls. The non-Federal entity must: (a) Establish and maintain effective internal control over the Federal award that provides reasonable assurance that the non-Federal entity is managing the Federal award in compliance with Federal statutes, regulations, and the terms and conditions of the Federal award. These internal controls should be in compliance with guidance in ‘‘Standards for Internal Control in the Federal Government’’ issued by the Comptroller General of the United States and the ‘‘Internal Control Integrated Framework’’, issued by the Committee of Sponsoring Organizations of the Treadway Commission (COSO). 
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Fraud Models - Diamond

Pressure

Opportunity

Rationalization

Capability

DAVID WOLFE AND DANA HERMANSON (Developers/Authors) 
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Fraudster Profile

58% 44.3%

GENDER

Presenter
Presentation Notes
Gender – USA  [2016: 55.7% male to 44.3% female)
Most evenly distributed global region
Societal changes
Women entering workforce following WWII
Women CEOs, C-Suite and management positions
More women obtaining business degrees than men
Single parent households?  Primary breadwinner.

Women earned 45.1 percent of bachelor's degrees in business in 1984-5 and 50 percent by 2001-2, up from only 9.1 percent in 1970-1.”

Women to Men College Graduates 
	2003:  1.35 to 1.00
	1960,  1:00 to 1.60


Sources: ACFE 2018 Report to the Nations; https://s3-us-west-2.amazonaws.com/acfepublic/2018-report-to-the-nations.pdf
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Fraudster Profile

Born:  1973 – 1982

Age:            36 – 45    

AGE

38%
Of Cases

Presenter
Presentation Notes
Age:  [2016: 39.4%]

Generally, loss per incident increases by age
Career advancement – Capability
Big thieves – Over 60, born in 1956 or earlier
2.5% of Cases
$630,000 per loss

Source: ACFE 2018 Report to the Nations
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Fraudster Profile
POSITION
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Presenter
Presentation Notes
POSITION- USA
Capability increases with authority and position
Legitimate power
Expert power


Source: ACFE 2018 Report to the Nations
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TENURE
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Presenter
Presentation Notes
TENURE - Global
44% at 1-5 years
75% for 1– 10 years -- mid career?
Capability increases with authority and position
Legitimate power
Expert power




Source: ACFE 2018 Report to the Nations
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DEPARTMENT

19%

8%

7%

50%

4% 1%

5% 6%

Fraud Risk by Department
Weighted

Finance

Accounting

Customer Service

Executive/Senior Mgmt

Administrative Support

Purchasing

Sales

Operations

Presenter
Presentation Notes
28% tied to traditional grouping of government support functions such as finance, accounting, and purchasing.

COSO 3 Lines of Defense Breakdown
50% Governing Body/ Executive & Senior Management 
34% Operations           - 1st Line of Defense
16% Business Support – 2nd Line of Defense


Source: ACFE 2018 Report to the Nations
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Fraudster Profile - Summary

Dimensions

• Gender
• Age
• Position
• Tenure
• Department

Highest Frequency

• Male
• 36 – 45 Years
• Employee
• 1 – 5 Years
• Accounting

• Female (51%)

• 48 Years
• Employee
• 1 – 5 Years
• Finance or Accounting

ACFE 2018 HISCOX 2017

Presenter
Presentation Notes
Gender:  more likely male.  Changing because of social and demographics

Age:  highest frequency – just before middle age; 56 to 60 years old have largest median fraud of $480,000 with 6% frequency

Position:  highest dollars are owners and executives; highest frequency are employees;  where to focus attention?

Tenure:  new employee < 1 year weighted risk (frequency X median loss) is $3,200; > 1 year tenure ranges from $39K to $58K

Department: C-suite, senior management – be a prairie dog or meerkat – look for the threat from above


EMPHASIZE:
Gender is less significant and growing less significant in USA (OWG/baby boom)
Position: management steals more/ greater access and authority
Department: weighted fraud risk shows governance and finance as highest fraud risk IMPACT
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Fraudster Profile - Characteristics

Hiscox

• Intelligent and curious
• Extravagant
• Egotistical risk-taker
• Diligent and ambitious
• Disgruntled

Red Collar Criminals

• Superficial charm
• Lack of remorse
• Manipulative
• Irresponsibility
• Pathological lying
• Grandiosity
• Impulsivity/spontaneity

https://www.hiscox.com/documents/2017-Hiscox-Embezzlement-Study.pdf Perri, F. S., & Lichenwald, T. G. (2007, July/August). When White-Collar Turns Red, 
Part Two. Fraud.

Presenter
Presentation Notes
Hiscox is an insurance company that compiles embezzlement statistics from adjudicated federal court cases.

Red collar criminals are fraudsters who revert to murder to conceal their embezzlement or theft.

Sources:
Hiscox. (2017). Documents: Hiscox Inc. Retrieved from Hiscox Inc. Web site: https://www.hiscox.com/documents/2017-Hiscox-Embezzlement-Study.pdf
Perri, F. S., & Lichenwald, T. G. (2007, July/August). When White-Collar Turns Red, Part Two. Fraud.
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Internal Control - Objectives

• Efficiency
• Effectiveness
• Economy

Operations

• Assets (misappropriation)
• Citizen expectationsSafeguarding

• Financial
• Non-financialReporting

• Laws, judgments
• AgreementsCompliance

Presenter
Presentation Notes
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Internal Control – Segregation of Duties

TRANSACTION

Authorization Transaction Processing

Authorization Custody Recording

Authorization Custody Journal Subsidiary 
Ledger

General 
Ledger

1

2

3

Presenter
Presentation Notes

Approval
Recording
Access/Custody
Reconciliation
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Internal Control – Segregation of Duties

1. Custody/access separate from recording function
2. Reconciliation (with management review)
3. Separate management reviews 

Role 1

•Approval
• Custody/Access

Role 2

•Recording
• Reconciliation

Presenter
Presentation Notes
       SoD by:		SoD Roles - Normal:		
Institutional		       Approval		P
Organizational	       Recordkeeping	P
Individual		       Access/Custody	P
Transaction		       Reconciliation	D
			


SoD Roles - Complex:
	Authorization				P
	Approval				P
	Access (custody of assets, access to information assets)	P
	Recordkeeping				P
	Reconciliation				D
	Supervisory review (as part of transaction)		P-Compensating
	Execution				P




Questions?
Let’s Talk.
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