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Colorado Agency Targeted in Nationwid 5
Ransomware Scheme

Officials say no ransom was paid and no information was lost during a cyber extortion attack on the Colorado
computer network last spring
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== extortion attack on the Colorado Department of Transportation's computer network last spring.
E——
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About Us...
City & County of
San Francisco

0 Government Structure: Board of Supervisors, several
" elected officers, and numerous other entities

@ The only consolidated city-county in California

U  One of only thirteen charter counties of California

. 0 FY18-19 SF City Budget (~$11B)

- 1 ~55 City Departments/Agencies

: 5EI_‘~35 000 Employees

; '\Offlce of the Controller (~300 Employees)
% Accounting Operations Division
‘Budget & Analysis Division
. City Services Auditor Division
Payroll & Personnel Services Division
Economic Analysis Division
Public Finance Division
Administration Division
Systems Division
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~Local Government Finance & Emergency Management

/%////z//A Finance Officer’s Role

Phases of Emergency Management

'-‘J'(Preparatory Actions Prepa EMEga .

- |~ prior to an incident :

Immediate Actions during
an incident to Safeguard:

« Life Safety
» Property
» Environment

Response Recove

Restorative Actions
following an incident: - - |’

Economic B i %
Infrastructure "l
Housing
Community

Health & Social -l . =%
Natural & Cultural Resourc? pe

.+ Organize & Equip
~ » Train & Exercise
« Evaluate & Improve

-

Risk Reduction

at any time: { ;
- Facilities e
« Infrastructure Ty

- Etc. - AN



~__ Local Government Finance & Emergency Management

~~ A Finance Officer’s Role
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“ederal & State Disaster Assistance

+

« FEMA Public Assistance
« CDAA Public Assistance
e Multiple Federal Programs

(USACE, FHWA, HUD, etc.)

6.25%

18.75%

“f’fff?Other Sources

" ‘s Insurance
4 7 e Litigation

» Sk Municipal: Reserves, G. O. Bonds & \%
~——+ Matching Funds: Donations EFEMA = State 5 ocal .
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t/lied’eral & State Disaster Assistance

« FEMA Public Assistance
« CDAA Public Assistance
e Multiple Federal Programs

(USACE, FHWA, HUD, etc.)

el
......

Insurance

i "« Litigation

VAR Municipal: Reserves, G. O. Bonds
« Matching Funds: Donations

Public Assistance Categories. .

Emergency Work

A | Debris Removal

B | Emergency Protective Measures

Permanent Work

C | Roads & Bridges

Water Control Facilities

Public Buildings & Equipment

Public Utilities

@ M m O

Parks, Recreational Facilities &
Other




_Local Government Finance & Emergency Management

A Finance Officer’s Role
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"ﬁ‘roclamations & Declarations

Declaration Issuing Party Authorization Legal Authority
Town, City, or County
Local Emergency Council and/or Emergency Powers y EO?ang;rgra Muni Code - * _ Lok N
Executive « Charter T o Bt gy |
. Muni Code Title 2, D|V.1,Ch.7§8558((?)'.
State _ ¥
i | State of Emergency Governor CDAA PA * Cal. Code of Regulations . - | E "
A Title 19, Div. 2, Ch. 6 §2900 [ .- .
B et. seq.
+ :[ Director’s Concurrence | Director of Cal OES CDAA PA
SRR S (limited to Permanent Work)
7% Federal L0
Major Disaster President FEMA PA * 42USC, §5121 et. seq. SR
~ | Emergency FEMA PA A

= . (limited to Emergency Work) R
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A Finance Officer’s Role
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” Management System (SEMS)

-

» California’s Standardized Emergency il

~

SEMS Levels

'

\ * National Incident Management System'
(NIMS) R

 Incident Command System (ICS)

Region

\ |
_ I Nz
Operational Area

P N ;'
Local i
1
Field ]
| ) v il




~_Local Government Finance & Emergency Management

A Finance Officer’s Role

Emergency Management Doctrine

« California’s Standardized Emergency
Management System (SEMS)

* National Incident Management System
(NIMS)

 Incident Command System (ICS)

. ; &
'E’;_,—,_ / EOC Organization \ .

[ Management ] RS '_.

. A

0 ti Pl . Logisti Finance & oo
annin o I —_— . - s

MR & R Administration e

- ol




Z ’%//// :

Z
= u

~__Local Government Finance & Emergency Management

A Finance Officer’s Role

————————————————————————————————

--------------------------------

ﬂinance & Administration Sectiorx

Finance & Administration
Section Chief

— Timekeeping Unit
— Cost Accounting Unit
— Purchasing Unit

— Compensation & Claims Unit

Recovery Unit /

List of Projects
Emergency Work
Permanent Work

Labor
“Force Account”
Mutual Aid

Equipment
“Force Account”
 Rented

Contracted Services

XTOS O D C a2
2 0=0N0




A Finance Officer’s Role

Summary Duties

1 Track & Record Time & Labor
[ Force Account Labor
O Mutual Aid
O Volunteers

. 1 Report Time

'@ Travel / M&IE

... Job Resources

/0 Sign-in Sheets

—* ad ICS 214 — Activity Log Forms
= 0 Labor Summary Record

— 0 Local Time System

_Local Government Finance & Emergency Management

ACTIVITY LOG (ICS 214)

1. Incident Name:

2. Operational Period: Date From:HEJll} Date To:
Time From: [N Time To:

4, ICS Position:
Damage Aseesement Team NG

5. Home Agency (and Unit):

San Francisco Controller's Office

6. Resources Assigned:

Name o ICS Position Homé Agency (and Unit)

Damage Assessment Team Leader Fremont Fire Department

Damage Assessment Team, Asst. Team Leader |City of Santa Rosa Transportation & Fublic Works

Damage Assessment Team member Yolo Gounty Department of Financial Services

Cal OES Llalson Cal OES Inlan¢ Region

7. Activity Log:

Date/Time

Notable Activities

1220

Orientation N =nd Safety Briefing (N OSC and Acting Safety Officer),

- Hazardous conditions include septic tanks, swimming pools antirely covered with ash and debris

- Drive with caufion in light of damaged culverts and other hazards: pull to the side of the read to safely park

1230

Organize and load up

1235

En route to I -~ N =CC ' H

1257

Arrivo o I

photodocument damage: geotagged photos - [ ER: Vinor Damage: |-

13186

depart

1320

Arrive o

photedocument damage - structure and contents completely Dastroyed

Move (on foo) t I

photodocument damage - structurs and contents completely Desiroyad; noted adjacent damage to culvert under_

Move t S

photodocument dmamage - park Affected: damage to "streetights”, irigation system, surface materials at playground, ete.

Move to [ - <!-uctvre appears Unaflacted, though not fully accessibla on all sides

photodocument facility

Move toll} Police Station and Min Fira Staton atand adjacent to [l - 9°maged outbuilding

depart

Arrivo ot S oo




% From Saturday 12/15/2018 to Friday 12/21/2018 (2 Personalize | Find | (2 | [ First ‘4 10of1

é/% Sat Sun Mon Tue Wed Thu Fri Total Time Reportina Cod Nkt C ot Incident Proiect Proiect Activity C .

7 1245 1246 1247 1248 1249 12120 /21  'ot@l Time Reporting Code neidentCode  pctivity Code  ©OI%C Yoject Activity |Combination Code
[=] 800 =200 =00/ 200 500 40.00 (01 WKP - Regular Hours v Q Q Q [ =)}
| Submit |

Reported Time Status || Summ| Look Up Incident Code ) S Look Up Incident Activity Code
Reported Time Status Help Personalize | Fin Help
Toe Roncaton Siates Search by: |Incident Code v |begins with sg:erg Search by: |Incident Activity Code v |begins with
12/17/2018  Scheduled | LookUp || Cancel |Advanced Lookup g00] | LookUp || Cancel |Advanced Lookup
- 12/18/2013  Scheduled Search Results 8.0 Search Results
12/19/2018  Scheduled View 100 First ‘& 1.140f14 & Last 3.00] View 100 First ‘&' 1.1430f143 & Last
" Incident Code Description Incident Activity Code Description
2 (121201201 |
 |14/202018 | Scheduled 201319000A 1414 Palou Displaced Persons 500 o101 TRAFFIC CONTROL
% 1212172018 Scheduled 2013190008 Citywide Incident B s.0d 01TND2 PUBLIC EVACUATION-LAND
4 201819000C Citywide Incident C 01TNO3 PUBLIC EVACUATION-MARINE
:5 Self Service 20181900WS 2018-19 Winter Storms 01TNO4 TRANSPORT RESPONDERS-LAND
7 _ 7 201819AIRA Emergency @ SFO 01TNO5S TRANSPORT RESPONDERS-MARINE
Time Reporting 201819MAD1 2018 Mendocino Cmpix Fir (LAK) 02CMO1 911/ PUBLIC SAFETY COMMS
. e 201819MAD2 2018 Hurricane Florence (NC) 02CM02 IT & TELECOMMS RESTORATION
201819MA03 2018 Camp Fire (BUT) 02CM03 DT NETWORK OPS CENTER
201819MAD4 Mutual Aid Deployment 4 02CM04 DT SECURITY OPS CENTER
201819MA0S Mutual Aid Deployment 5 02CMO05 CYBER THREAT RESPONSE
o 2018319MA06 Mutual Aid Deployment 6 03DB0O1 DEBRIS CLEARANCE (PUSH)
» 201819MAD7 Mutual Aid Deployment 7 03DB02 DEBRIS, PUBLIC, COLLECT LAND

= 201819PUCA Emergency @ PUC 03DB03 DEBRIS, PUBLIC, COLLECT MARINE

- 201819XXXA Departmental Emergency 03DB04 DEBRIS, PUBLIC, HAULING

= 03DB0S DEBRIS, PUBLIC, TEMP MGMT

03DB06 DEBRIS, PUBLIC, RECYCLING
03DBO7 DEBRIS, PUBLIC, REDUCTICN
03DB0S DEBRIS, PUBLIC, DISPOSAL
03DB09 DEBRIS, PUBLIC, MONITORING
03DB10 DEBRIS, PRIVATE, COLLECT LAND

03DB11 DEBRIS, PRIVATE, HAULING



FEDERAL EMERGENCY MANAGEMENT AGENCY
FORCE ACCOUNT LABOR SUMMARY RECORD Page 1 of

2. PAID 3. PROJECT NO. 4. DISASTER NUMBER

1. APPLICANT

5. LOCATION/SITE 6. CATEGORY 7. PERIOD COVERING

B - Emergency Protective Measures - to

8. DESCRIPTION OF WORK PERFORMED
Safety Assessment

DATES AND HOURS WORKED EACH WEEK COSTS

M i w Th F S Su M T W Th F S Su
TOTAL HOURLY | BENEFIT TOTAL TOTAL
DATE | 1112 | 1113 | 1114 | 1115 | 11416 | 1117 | 1118 | 1119 | 11/20 | 11/21 | 11/22 | 11/23 | 11/24 | 11/25 HOURS RATE RATE (%) | HOURLY COSTS

REG. 9 8 8 25 $ 78.09| 3977 $ 10915| % 272866

NAME

JOBTITLE oT. 1 1 2 4 $ 10161 $ 101615  406.42

NAME REG. 8 8 8 24 s 7800| 2077 |s 10015|5 261951

JOBTITLE

(O 1 1 1 3 5 101.61 $ 10161 | % 304.82

TR REG. 8 8 8 8 8 8 8 56 |$ 78.09| 3977 |S 10915|% 611220

JOBTITLE oT. o | 1| 2| 3| 2| 110 o |s 10161 $ 10161|5 91445
NAME REG. iﬁi T:p:orted jointly on 0 $ - |8 -
ICS 214 with volunteer
JOB TITLE o J. Smith on this date. 0 s - |s -
TN REG. 8 8 8 8 8 8 48 |s 7809 3977 |$ 10915|% 5239.03
m LS oT. 0 1 2 | 4 | 4 | 7 18 |$ 10161 § 10161|§ 182898
NANE REG. 8 | 8 | 8 | 8 | 8 40 |s 7809| 3977 |§ 10915|$ 436586
SLAS oT. s | 4 | 4| & | 4 20 | 10161 $ 10161|5 203210
PALE REG. g | 8 | s 24 |s 7809| 3977 S 100.15|S 261951
JOBTITLE oT. 2 2 2 6 $ 101.61 $ 10161| % 609.66
- REG. 0 0 0 0 s - |s -
JOB TITLE oT 0 s - |s ]
NAME REG. g8 | 8 | s 24 |$ 7809| 3977 |§$ 10915|$ 261951




A Finance Officer’s Role

Summary Duties
O Cost Analysis

0 Accounting

O Labor

U Equipment

O Materials

O Contracted Services

... Job Resources

",_ . EI FEMA Schedule of Equipment Rates

‘0 ICS 213 RR - Resource Request Forms
e, 3 with attached receipts / invoices

0O Local Financial System

= :}EI Government Credit Card Transaction Reports

vLocaI Government Finance & Emergency Management

RESOURCE REQUEST (ICS 213 RR), Adapted for FDA

1. Incident Name: 2. Date/Time 3. Resource Request Number:
2019 Winter Storms 11JAN 2018 1030 | 150 (s OV
4 Orde r (Use adduo al forms wne N requ es gdlle ent resou € sources of sy, pply)
Detailed Item Description: (Vital characteristics, 5. Resource Status
Qy. | Kind | Type | \og specs, expene ce, size, etc.) COSt Received by | Date/Time | Assignedto | Releasedto | Date/Time
H_ lpens | f@@a (Lt,; cJ [Pt~ M) : -
L pE| u((? Copyl [roh por- |
2 | l—f_:}e_f\ p chavio
S|\ IP¥l  [Mavkers for (ip vy | [
g8 2 | Clip _bravds | i
gl 1 [ox | | BRITHER 12 mw 0. 41 Lamen#Tz?  ——P heut i gL o.,-k.:,,u St Joha
3 1 [ WHENE T ze TRpe ( PRomss| vk . 40
| \ : | |

6. Requested Delivery/Reporting Location: Any’rown EOC _ 1011 Main ST., AHYTOWH, CA

7. Suitable Substitutes and/or Suggested Sources: G/g{;{ C’,L/QQ-(:C'}' == EC l = g :\ ] .

8. Requested by Name/Position: 9. Priority: [ ] Urgent 10. Sectjon Chief Approval:
! Jane Doe [ Routina JefLow jf/\—«/
\

11, Logistics Order Number: 12. Sﬁppﬁav Phone/Fax/Email:

13. Name of Supplier/POC: O ({2 st [){’7 S
T

14. Notes:

15. Approval J I 1

Logistics

17. Order plac

18. Reply/Com

inance

w

19. Finance Se E |

ICS 213 RR, Page 1

Updated by FDA 22011




Favorites Main Menu ¥ Project Costing ¥ Project Definitions ¥ > Projects List General Information Worklist

SAN FR
1 7 7 New Window = N
< General Information \ Project Costing Definition ‘ Manager Location \ User Fields || Rates || Aftachmenis ’ Budget Aleris 2 ; ﬁtg
Project 10033783 Add to My Projacts
Description Citywide incident C Program 5 S el s W
Project Activities Gantt Chart 1
Integration SFGOV City & County of San Francisco
Project Type. RCVY Disaster Recovery Project 10033753 Description 2013 Camp Fire (BUT) k
Percent Complete 0.00 As OfF o
Project Heaith As OF » @ ¢ & X E=] = Number Rows
Project Schedule 2 Project Activities
Start Date 07/01/2018 Schedule More Dates Details User Fields
Select WBSID *Activity Name
Description
Date/Time Stamp 08/01/18 1:38:39PM User D 172903 1 Emergency Protective Mea

Descriptionss , : 2 Debris Removal

"Pre-populated project for a disaster or emergency occurring within the geographic area of San Fras

The Project Description will be modified once the incident occurs.”

‘ Save as Template

12 characters remaining ‘

Long Description: 3y

.
y

2 Project General
» : Help

'Pre-populated project for a disaster or emergency occurring within the geographic area of San Francisco county,
{and for which costs must be tracked for cost recovery purposes. Examples include: a major earthquake, terrorist
My | [attack, etc. Go To | More v

Retug | The Controller's Cffice will modify the Project Description to reflect the name of the incident, once the incident
occurs (e. . "2018 Earthquake™, efc.).

=1 ) ) . ) ) ’ . A
(518 For assistance in an emergency. contact the Controlier's Office 24/7 at (415) I :




—__ Local Government Finance & Emergency Management

_ ~__ AFinance Officer’s Role

'T;Finance & Administration or Logistics: Purchasing

Summary Duties

d Procurement: BLanII; Name
Wi ocal Government
u Rentals | =y
O Supplies & equipment -] ]
o 0 Contracted services bedt abifd 1875 olde
P - L2/

CARDHOLDER

5 Job Resources

"0 Local purchasing rules

e ‘1 Existing term contracts, competitively-bid
Q Vendor lists (including out-of-area)

d Government-issued Credit Cards

L1 Continuity of payment procedures




~_ lLocal Government Finance & Emergency Management
~__ AfFinance Officer’s Role

7

:Finance & Administration: Compensation & Claims

Q;;

Summary Duties Labor Category ST .
J Document personnel: L S
Qd llinesses o s g«
Q Injuries = =L
Q Fatalities % <_: ..3,3 o
.......... d Document response-caused damage to: r g =
Q Property = 5 S5 %
Q Equipment Form I = >
Injury Report
Job Resources Log ‘/ ‘/ ‘/ :
%+ " Q Injury Report Log
ARV i 3301 ; N
- e3301 —Workers’ Comp. Claim Form © / / ‘/ Q
~ e3267 - State Fund Claim Form 03267 / i
~ U DSW Volunteer Program guidance SENE '
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~__ lLocal Government Finance & Emergency Management

~ A Finance Officer’s Role

':Finance & Administration: Recovery

Summary Duties = _

Q Prepare Initial Damage Estimate bbbl i
O Prepare List of Projects ] e e
Q Liaise with Cal OES / FEMA ——

O Coordinate documentation: — »
QA Labor, equip., materials records ] —

(C— o o E
. Orgs - ’U ID [0 o o
U Photodocumentation of damage g . . e e
'- : D P re pa re re CO rd S fo r p re_a u d it :’j:ello‘l;’.nrjssz:vropenv (Includes eligible non-profit facilities) (Cumulative Damages)
: Category A (Debris Removal) rd— [[)—
‘ Category B (Emergency Protective Measures) [0— [O_
W ., — -
- Job R
- $ : 0 es o u rces Category E (Public Buildings and Equipment) [D— ID—
: Category F (Public Utilitios) P b
- A " D Cal E OC I D E FO rm Calezor\i G (Parks and Recraation Facilities) |07 '0—
o0 ' : Total 30
2 O Project Files Pt on
Unemployed [0—
 Asset / Insurance Records —
Agricultural Physical [07

O Geotagged photo app

Additional Comments
=
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0 270 300 330 0] 30 60
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A Finance Officer’s Role

_

=

~ ;/'roject Files

+

\

4 List of Projects
1 Emergency Work

* Project
= [Labor
» Rented Equipment
= Materials
= Contracted Services
= Other

EI Permanent Work

= Project
= |nsurance Information
= Damage
= Photodocumentation

= Subsequently expand to include:
= Asset records

........

etc.

~__Local Government Finance & Emergency Management

» Labor, equip, materials, contract,

List of Projects
Emergency Work
Permanent Work

Labor
“Force Account”
Mutual Aid

Equipment
“Force Account”
 Rented

Contracted Services

XTOS O D C a2
2 0=0N0




) APPLICANTBRIEFING
=
Z
5 -
o * Briefing is scheduled and conducted
2:' by the State and Tribal governments
= * Apply for Public Assistance
o
= * Learn about the program
=
a FEMA Program Dellvery Managetr
________ The single point-of-contact assignhed to
.' provide customer service to Applicants
i throughout the Public Assistance process
1
1
1
1
Yown-| EXPLORATORYCALL [------ wmin .| RECOVERY SCOPING
7 DAYS 21DAYS MEETING

-

* Introduction to your Program
Delivery Manager

* Get an initial sense of
needs and damage

* |dentify who needs to be at
Recovery Scoping Meeting

g ——

* Indepth meeting to
review damages

* Gather documentation

* Develop list of projects

* Talk through your priorities

[=——

SITE
INSPECTION(S)

if necessary

- — -WITHIN
60 DAYS

L

INTAKE DAMAGE &
ELIGIBLITY ANALYSIS

* Disaster-related damages
captured and documented

SCOPING & COSTING

* Based on site visits
and documentation
* To be reviewed for eligibility

FINAL REVIEW & SIGN-OFF

o Quality assurance reviews for %
accuracy Lol

o Project acceptance by
Applicant

RECEIVE
FUNDING
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+ Mission:

Evaluate City cybersecurity efforts and assist in the evaluation of cybersecurity audit controls.
Review department implementation plans for adoption of citywide and department-specific .
cybersecurity requirements. Perform security testing for departments in alignment with the citywide -r. ’
cybersecurity requirements to validate that departments effectively implement the requirements. &

Collaborative Partnerships:

EI San Francisco Department of Technology
7. 0 Committee on Information Technology (COIT)

O Chief Information Officers (CIOs)
O Chief Information Security Officers (CISOs)

* Service Offerings:

~ -0 Penetration Testing and Vulnerability Assessments 4
- U IT Governance Audits %

O IT Policy Compliance
% Cybersecurity Policy, Data Classification Standards, Awareness & Training, and Disaster
Preparedness




- What is an IT Disaster?

*+ An unplanned occurrence that disrupts the operation of most or all of an 4_':.'- |
organization’s applications and prevents users from performing their =~ & -
business functions. S

« A disaster is something that (1) does not commonly occur and (2) for
which extraordinary response procedures are warranted.

Software issues or temporary network outages are not considered IT
& disasters.
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T Disaster Trends

* 1 Disaster trends are indicators - they provide us with clues about our risk -
and help inform decisions related to emergency planning, analysis, and u
prioritization of mitigation and preparedness activities. -

1 2018 trends include:
% Cyber incidents
 Ransomware, crypto jacking, data breaches
*» Natural disasters
 Fires, earthquakes, floods
“* New technologies
* Impact of increasing interconnectivity, automation, drones




itywide Cybersecurity Policy

NIST Cyber Security Framework

Recover

Identify Protect Detect

Asset Management
Business

Environment

= .

Anomalies and

Access Control Bonits

Recovery Planning

Awareness and Security Continuous

Hi

Training Monitoring Improvements
Governance Data Security
Detection Processes Communications
Info Protection : 7

Processes and
Procedures

e
Risk Assessment

Risk Management ‘

Maintenance

Protective

w S

Technology




Dlsaster Preparedness, Response, Recovery,
and Resiliency Policy (DPR3)

0 DPR3 requires all City and County of San Francisco departments to develop and
implement disaster-related planning for information technology systems and data

O Goals of policy include:
s Safeguarding and restoring data
s Safeguarding hardware, software and facilities
* Resuming critical business processes through high-availability and automate/
manual failover recovery strategy

227" The requires all departments to:

- % Conduct a business impact analysis
s Develop recovery strategies

s Test, train, and exercise

*» Maintain their plan




| “Data Classification Standard

 Requires departments to categorize and label or mark data per T
classification levels and review classification of data on a regular basis: - - -

O The objective is to ensure the confidentiality, availability, and integrity
of your organization’s data.
2 -0 Data classification and governance questions:
* « Do you have an inventory of your organization’s most critical data
i and information assets?
~ ~ « Do you know where information assets are located in your
~ ' organization?
* Is your most valuable information only accessible to appropriate
individuals?

By '




Assess

[Biz Impact

IT Recovery
Management
Lifecycle

Biz Impact Analysis (BIA

Identify Phase

Complete IT Asset Recovery Prioritization

(MTD), Recovery Point Objective (RPO),
and Recovery Time Objective (RTO)

Determine Maximum Tolerable Downtime |. | -

Formulate Cost of Downtime

Determine Strategies and Make
Recommendations




T Asset Recovery Prioritization

1Mi<<inn Critical Data

a) Most valuable to an enterprise, high access . oy & 34
b) Hich perf high availability. | han 12-h hich Level 1 Continuousto  Instantaneousto & ~
) High performance, high availability, less than 12-hours recovery, highest cost eve 24-Hours 12-Hours :

Business Critical Data

a) Important to the enterprise, average cost
b) Reasonable performance, good availability, less than 24-hours recovery Level 2 24-48 Hours 12-24 Hours

Opprafinnal Data

a) Cost sensitive, low access, large volumes
‘ :';_3; b) Online performance, high availability, less than 1-week of recovery Level 3 2-7 Days 2-5 Days

: Archive Data

“a) Cost sensitive, low access, large volumes

b) Less than 72-hours retrieval time, automated retrieval Level 4 1-4 Weeks 1-2 Weeks .
-Offline Data

2 a) Backup or compliance related
b) Very cost sensitive, limited access, Level 5 4-8 Weeks > 2 Weeks

c) ~7-days retrieval time
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- Recovery Objective Concepts

A

0 | Reéovery Point Objective (RPO)

* .

< Based on acceptable data loss e
* Indicates earliest point in time in which )
it is acceptable to recover the data - ¥ o
s Maximum amount of data an IT-based ey
business process may lose "
Last consistent backup e
..... | D Recovery Time ObjeCtive (RTO) (Pemdvn'thdmlosi < Period in which applications are not avail dble
. - % Based on acceptable downtime . e
IR . . . . . . . (inhours) (i hours)
.-+ Indicates earliest point in time at which -* —
the business operations must resume s B

after a disaster
% Maximum amount of time that an IT-
based business process can be down
»* RTO requirements are driven by the
mission-critical nature of the business




organization:

System Rating Duration
Nonessential 30 days

Normal 7 days
Important 72 hours
Urgent 24 hours
Critical Minutes to hours

— _ MTD a.k.a. Maximum Tolerable Outage (MTO) and
- “Maximum Tolerable Period Of Downtime (MTPOD)

AL T
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High
Availability =
Higher Cost

x=(n-y)*100/n

NOTE: Availability can be
measured as the percentage of
time that systems are available. .

Low Availability =
Lower Cost
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SETOBJECTIVES

RECOVERY TIME OBJECTIVE

24:! HR

RECOVERY POINT OBJECTIVE

00z [§ mn 12:f w0 s mn

RECOVERYPROCESS

HOW MUCH IS ON YOUR CRITICAL BUSINESS
SYSTEMS?

'HOW OFTEN DO YOU CURRENTLY BACKUP

S o |-

o ::~! MIN

'HOW LONG DOES IS TAKE TO INITIATE YOUR
RECOVERY PROCESS?

ARE YOU RECOVERING DATA FROM A LOCAL
NETWORK OR THE CLOUD?

DOWNTIMECOSTS

350: [ EmPLOVEES . s
RESULTS x [

30= [§ POUARSPER| pECOVERY PROCESS .
CRITICAL SYSTEM DATA: 999 GB N 2
;1 DAYS RS 0 MINUTES .
0= ! DOLLARS PER| TIME BETWEEN BACKUPS: 1 DAYS O ch,{f 0 Hth Ti “3 y :
A RECOVERY PROCESS START: D DAYS 12 HOURS O MINUTES

ESTIMATE DOWNTIME: O DAYS 14 HOURS 50 MINUTES
o B PSR o nTivE cosTs
EMPLOYEES AFFECTED: 350
AVERAGE WAGE: $30/1R
OVERHEAD COSTS: $0/HR
REVENUE LOST: $0/HR
TOTAL COST: $10500/HR

Source: http://www.quick-backup-recovery.com

TOTAL DOWNTIME COST (DOWNTIME * COST PER HR)
$155820

— " —

RECOVERY TIME OBJECTIVE Mt
RECOVERY POINT OBJECTIVE NOT MET




_s o
d Internal Recovery: data sent to own remote g7 'ﬁ
facility (or mirrored site) at regular intervals. om ’

O Vendor Supported Recovery: data sent to
outsourced facility at regular intervals.

Q Hybrid Recovery: data sent to a combination of ._
own remote facility, outsourced facility, and cloud
provider at regular intervals.

O Cloud Recovery: enable continuous access to
systems and data, even after a disaster.

NOTE:

> Regular Intervals = Availability Requirements [which is dependenton . £
Recovery Priorities] R

» On-Premise Redundancy is the costliest recovery strategy. g R

> Majority of organizations use an outsourced disaster recovery . .
provider to provide a stand-by site and systems rather than using R X
their own remote facilities. T s




Personnel Contact List

Vendor Contact List

Detailed Recovery Procedures

Alternate Processing Procedures

System Validation Test Plan

Alternate Storage, Site and Telecommunications
Diagrams (System and Input/Output)

System Inventory

Interconnections Table
Test and Maintenance Schedule
Associated Plans and Procedures

Business Impact Analysis
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