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About Us… 
City & County of 
San Francisco 
q  Government Structure: Board of Supervisors, several 

elected officers, and numerous other entities 
q  The only consolidated city-county in California 
q  One of only thirteen charter counties of California 
q  FY18-19 SF City Budget (~$11B) 
q  ~55 City Departments/Agencies 
q  ~35,000 Employees 
 
q  Office of the Controller (~300 Employees) 

v  Accounting Operations Division 
v  Budget & Analysis Division 
v  City Services Auditor Division 
v  Payroll & Personnel Services Division 
v  Economic Analysis Division 
v  Public Finance Division 
v  Administration Division  
v  Systems Division 



Part I: Emergency Management 
Alec Tune 



Risk Reduction 
at any time: 
•  Facilities 
•  Infrastructure 
•  Etc. 

Preparatory Actions                      
prior to an incident : 
•  Organize & Equip 
•  Train & Exercise 
•  Evaluate & Improve 

Restorative Actions     
      following an incident: 

•  Economic 
•  Infrastructure 
•  Housing 
•  Community 
•  Health & Social 
•  Natural & Cultural Resources 

Immediate Actions during 
an incident  to Safeguard: 
•  Life Safety 
•  Property 
•  Environment 
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Phases of Emergency Management  

Preparedness	Mitigation	

Response	 Recovery	



•  FEMA Public Assistance 
•  CDAA Public Assistance 
•  Multiple Federal Programs                               
   (USACE, FHWA, HUD, etc.) 

75% 

18.75% 

6.25% 

FEMA State Local 

•  Insurance 
•  Litigation 
•  Municipal: Reserves, G. O. Bonds 
•  Matching Funds: Donations 

Federal & State Disaster Assistance 

Other Sources 
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Public Assistance Categories 

Emergency Work 
A Debris Removal 
B Emergency Protective Measures 

Permanent Work 
C Roads & Bridges 
D Water Control Facilities 
E Public Buildings & Equipment 
F Public Utilities 

G Parks, Recreational Facilities & 
Other 

•  FEMA Public Assistance 
•  CDAA Public Assistance 
•  Multiple Federal Programs                               
   (USACE, FHWA, HUD, etc.) 

•  Insurance 
•  Litigation 
•  Municipal: Reserves, G. O. Bonds 
•  Matching Funds: Donations 

Federal & State Disaster Assistance 

Other Sources 
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Declaration Issuing Party Authorization Legal Authority 
Town, City, or County 
Local Emergency 
 
 

Council and/or 
Executive 

Emergency Powers 
•  Charter 
•  Muni Code 
  

•  Local Charter, Muni Code 
•  Cal. Govt. Code                          

Title 2, Div. 1, Ch. 7 §8558(c) 

State 
State of Emergency Governor CDAA PA 

  
•  Cal. Code of Regulations           

Title 19, Div. 2, Ch. 6 §2900 
et. seq. 

Director’s Concurrence Director of Cal OES CDAA PA  
(limited to Permanent Work) 

Federal 
Major Disaster President 

 
 

FEMA PA 
  

•  42 USC, §5121 et. seq. 
 
 
 Emergency FEMA PA  

(limited to Emergency Work) 
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Proclamations & Declarations 
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Emergency Management Doctrine 

•  California’s Standardized Emergency 
Management System (SEMS) 

•  National Incident Management System 
(NIMS) 

•  Incident Command System (ICS) 
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Emergency Management Doctrine 

•  California’s Standardized Emergency 
Management System (SEMS) 

•  National Incident Management System 
(NIMS) 

•  Incident Command System (ICS) 
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Finance & Administration 

Labor  
•  “Force Account” 
•  Mutual Aid 

Equipment 
•  “Force Account” 
•  Rented 

Materials 

List of Projects 
•  Emergency Work 
•  Permanent Work 

Contracted Services 
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Finance & Administration: Timekeeping 

Summary Duties 
q  Track & Record Time & Labor 

q  Force Account Labor 
q  Mutual Aid 
q  Volunteers 

q  Report Time 
q  Travel / M&IE 
 
Job Resources 
q  Sign-in Sheets 
q  ICS 214 – Activity Log Forms 
q  Labor Summary Record 
q  Local Time System 
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Finance & Administration: Cost Accounting 

Summary Duties 
q  Cost Analysis 

q  Accounting 
q   Labor 
q   Equipment 
q   Materials 
q   Contracted Services 

 

Job Resources 
q   FEMA Schedule of Equipment Rates 

q   ICS 213 RR – Resource Request Forms 

     with attached receipts / invoices 

q   Local Financial System 

q   Government Credit Card Transaction Reports 

Jane Doe 

2019 Winter Storms 

Anytown EOC – 1011 Main St., Anytown, CA 

11 JAN 2018 1030 
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Finance & Administration or Logistics: Purchasing 

Summary Duties 
q  Procurement: 

q  Rentals 
q  Supplies & equipment 
q  Contracted services 

 
Job Resources 
q  Local purchasing rules 
q  Existing term contracts, competitively-bid 
q  Vendor lists (including out-of-area) 
q  Government-issued Credit Cards 
q  Continuity of payment procedures 

Local	Government	
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Finance & Administration: Compensation & Claims 

Summary Duties 
q  Document personnel: 

q  Illnesses 
q  Injuries 
q  Fatalities 

q  Document response-caused damage to: 
q  Property 
q  Equipment  

 
Job Resources 
q  Injury Report Log  
q  e3301 – Workers’ Comp. Claim Form 
q  e3267 – State Fund Claim Form 
q  DSW Volunteer Program guidance  

Labor Category 
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Injury Report 
Log 

e3301 

e3267 
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Finance & Administration: Recovery 

Summary Duties 
q  Prepare Initial Damage Estimate 
q  Prepare List of Projects 
q  Liaise with Cal OES / FEMA 
q  Coordinate documentation:  

q  Labor, equip., materials records 
q  Photodocumentation of damage 

q  Prepare records for pre-audit 
 
Job Resources 
q  Cal EOC IDE Form 
q  Project Files 
q  Asset / Insurance Records 
q  Geotagged photo app 
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Project Files 

Labor  
•  “Force Account” 
•  Mutual Aid 

Equipment 
•  “Force Account” 
•  Rented 

Materials 

List of Projects 
•  Emergency Work 
•  Permanent Work 

Contracted Services 

q  List of Projects 

q  Emergency Work 
§   Project 

§  Labor 
§  Rented Equipment 
§  Materials 
§  Contracted Services 
§  Other 

q  Permanent Work 
§   Project 

§  Insurance Information 
§  Damage 

§  Photodocumentation 
§  Subsequently expand to include: 

§  Asset records 
§  Labor, equip, materials, contract, 

etc. 
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PA Process & Deadlines 

DELETE THIS NOTE. 

Slide in Progress. 
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Steve Flaherty | Nelson Ho 



San Francisco Controller’s Cyber Audits Team 
Mission: 
Evaluate City cybersecurity efforts and assist in the evaluation of cybersecurity audit controls. 
Review department implementation plans for adoption of citywide and department-specific 
cybersecurity requirements. Perform security testing for departments in alignment with the citywide 
cybersecurity requirements to validate that departments effectively implement the requirements. 
 
Collaborative Partnerships: 
q  Chief Information Officers (CIOs) 
q  Chief Information Security Officers (CISOs) 
q  San Francisco Department of Technology 
q  Committee on Information Technology (COIT) 

Service Offerings: 
q  Penetration Testing and Vulnerability Assessments 
q  IT Governance Audits 
q  IT Policy Compliance  

v  Cybersecurity Policy, Data Classification Standards, Awareness & Training, and Disaster 
Preparedness 



What is an IT Disaster? 
•  An unplanned occurrence that disrupts the operation of most or all of an 

organization’s applications and prevents users from performing their 
business functions. 

•  A disaster is something that (1) does not commonly occur and (2) for 
which extraordinary response procedures are warranted. 

 
•  Software issues or temporary network outages are not considered IT 

disasters.   



Cybersecurity 
Incident Growth 



IT Disaster Trends 
q Disaster trends are indicators - they provide us with clues about our risk 

and help inform decisions related to emergency planning, analysis, and 
prioritization of mitigation and preparedness activities. 

q 2018 trends include: 
v Cyber incidents 

•  Ransomware, crypto jacking, data breaches 
v Natural disasters 

•  Fires, earthquakes, floods 
v New technologies 

•  Impact of increasing interconnectivity, automation, drones 
 



Citywide Cybersecurity Policy 



Disaster Preparedness, Response, Recovery, 
and Resiliency Policy (DPR3) 
q  DPR3 requires all City and County of San Francisco departments to develop and 

implement disaster-related planning for information technology systems and data 

q  Goals of policy include: 
v  Safeguarding and restoring data 
v  Safeguarding hardware, software and facilities 
v  Resuming critical business processes through high-availability and automate/

manual failover recovery strategy 

q  The requires all departments to: 
v  Conduct a business impact analysis 
v  Develop recovery strategies 
v  Test, train, and exercise 
v  Maintain their plan 



Data Classification Standard 
q Requires departments to categorize and label or mark data per 

classification levels and review classification of data on a regular basis. 

q The objective is to ensure the confidentiality, availability, and integrity 
of your organization’s data. 

q Data classification and governance questions: 
•  Do you have an inventory of your organization’s most critical data 

and information assets? 
•  Do you know where information assets are located in your 

organization? 
•  Is your most valuable information only accessible to appropriate 

individuals? 



IT	Recovery	
Management	

Lifecycle	

Assess	
[Biz	Impact	
Assessment]	

Evaluate	
Risks	

[Asses	Likelihood	
&	Impact]	

Mitigate	
[Eliminate	Risks]	

Prepare	
[Train,	Test,	and	
Plan	Contingent	

Ops]	

Respond	
[Take	Actions	To	
Minimize	The	

Impact]	

Recover	
[Post	Mortem	&	

Return	To	
Normality]	

Biz	Impact	Analysis	(BIA)	

Identify	Phase	

Complete	IT	Asset	Recovery	Prioritization	

Determine	Maximum	Tolerable	Downtime	
(MTD),	Recovery	Point	Objective	(RPO),	
and	Recovery	Time	Objective	(RTO)	

Formulate	Cost	of	Downtime	

Determine	Strategies	and	Make	
Recommendations	

IT Recovery 



IT Asset Recovery Prioritization 
Data	Significance Priority RPO RTO 

Mission	Critical	Data	
a)	Most	valuable	to	an	enterprise,	high	access	
b)	High	performance,	high	availability,	less	than	12-hours	recovery,	highest	cost	
 

Level	1 Continuous	to	
24-Hours 

Instantaneous	to	
12-Hours 

Business	Critical	Data	
a)	Important	to	the	enterprise,	average	cost	
b)	Reasonable	performance,	good	availability,	less	than	24-hours	recovery	
 

Level	2 24-48	Hours 12-24	Hours 

Operational	Data	
a)	Cost	sensitive,	low	access,	large	volumes	
b)	Online	performance,	high	availability,	less	than	1-week	of	recovery	
 

Level	3 2-7	Days 2-5	Days 

Archive	Data	
a)	Cost	sensitive,	low	access,	large	volumes	
b)	Less	than	72-hours	retrieval	time,	automated	retrieval	
 

Level	4 1-4	Weeks 1-2	Weeks 

Offline	Data	
a)	Backup	or	compliance	related	
b)	Very	cost	sensitive,	limited	access,	
c)	~7-days	retrieval	time 

Level	5 4-8	Weeks >	2	Weeks 



Recovery Objective Concepts 
q  Recovery Point Objective (RPO) 

v  Based on acceptable data loss 
v  Indicates earliest point in time in which 

it is acceptable to recover the data 
v  Maximum amount of data an IT-based 

business process may lose 

q  Recovery Time Objective (RTO) 
v  Based on acceptable downtime 
v  Indicates earliest point in time at which 

the business operations must resume 
after a disaster 

v  Maximum amount of time that an IT-
based business process can be down 

v  RTO requirements are driven by the 
mission-critical nature of the business 



Maximum Tolerable Downtime (MTD) 

Estimates that may be acceptable for an 
organization: 
 

 System Rating  Duration 
 Nonessential  30 days 
 Normal   7 days 
 Important   72 hours 
 Urgent   24 hours 
 Critical   Minutes to hours	

MTD a.k.a. Maximum Tolerable Outage (MTO) and 
Maximum Tolerable Period Of Downtime (MTPOD)  



Cost of Downtime 

High	
Availability	=	
Higher		Cost	

Low	Availability	=	
Lower	Cost	

NOTE: Availability can be 
measured as the percentage of 
time that systems are available. 
 
x = (n – y) * 100/n 

Source:	http://www.quick-backup-recovery.com	



Determine IT Recovery Strategies 
q  Internal Recovery: data sent to own remote 

facility (or mirrored site) at regular intervals. 
 
q  Vendor Supported Recovery: data sent to 

outsourced facility at regular intervals. 
 
q  Hybrid Recovery: data sent to a combination of 

own remote facility, outsourced facility, and cloud 
provider at regular intervals. 

 
q  Cloud Recovery: enable continuous access to 

systems and data, even after a disaster. 
 
NOTE: 
Ø Regular Intervals = Availability Requirements [which is dependent on 

Recovery Priorities] 
Ø On-Premise Redundancy is the costliest recovery strategy. 
Ø Majority of organizations use an outsourced disaster recovery 

provider to provide a stand-by site and systems rather than using 
their own remote facilities. 



N
IS

T S
P 800-34  

Personnel Contact List 

Vendor Contact List 

Detailed Recovery Procedures 

Alternate Processing Procedures 

System Validation Test Plan 

Alternate Storage, Site and Telecommunications	

Diagrams (System and Input/Output) 

System Inventory 

Interconnections Table 

Test and Maintenance Schedule 

Associated Plans and Procedures 

Business Impact Analysis 

Document Change Page 




