
One Day You Wake Up and Have Material 

Weaknesses in Internal Controls 



Course Objective:

At the completion of this course, participants should understand the importance of
internal controls, what comprises a system of internal controls and how to document and
test internal control. When controls are deficient, participants will be able to identify
those deficiencies and learn ways in which to respond, organize, prioritize and track and
follow up. In addition, organizations can identify options to using a risk based internal
audit program in connection with internal risk assessment procedures to assist in
preventing control deficiencies, fraud, waste and abuse.
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Why are Internal Controls Important
a. Safeguarding of Assets 

a. From Fraud, Waste and Abuse or Error

b. Prevention and Detection
a. Ensure Reliable Financial Reporting

b. Maintain Compliance with Contracts, Laws and Regulations

c. Correction
a. Companies Operate More Efficiently

b. Automation of Manual Controls

c. Identifies Unnecessary Duplication and Redundancy 

d. Receive Timely and Relevant Information
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A System of Internal Controls
a. Definition

b. COSO Framework

c. Design

d. Documentation

e. Implementation

f. Validation
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A System of Internal Controls
a. Design

b. Documentation

c. Implementation

d. Validation
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A System of Internal Controls
a. Management is responsible for the preparation and fair presentation of financial 

statements….and for such internal control as management determines is necessary 
to enable the preparation of financial statements that are free from material 
misstatement, whether due to fraud or error. 

b. The financial (external) auditor considers internal control relevant to the entity’s 
preparation and fair presentation of the financial statements in order to design 
audit procedures that are appropriate in the circumstances, but not for the purpose 
of expressing an opinion on the effectiveness of the entity’s internal control. 

c. The internal auditor complements the external auditor by looking broader and 
deeper to evaluate the controls environment and test specific controls, and works 
with management to ensure improvements are implemented.
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Identifying Control Deficiencies
a. Elected Official/Leadership/Management

b. External Audit 

c. Internal Audit

d. Federal Grant Audits

e. Regulatory Audits

f. Ethics Hotline

g. Sideline Conversations

h. Talking to Your Staff Responsible for the Process/Control
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Risk Based Internal Audit Program
Enterprise Risk/Performance Assessment Enterprise Internal Controls Review

Asset Management and Capital Program Payroll 

Operations/Service Delivery Monthly Account Reconciliation and Closing 

Risk Management and Internal Controls Budgeting 

Governance, Management, and Organization Cash Receipts and Cash Handling 

Funding and Economics Revenues and Billings 

Human Resources Accounts Receivables and Write-Offs 

Technology Grants Management and Compliance 

Safety and Security Information Technology Access

Accounting, Financial Reporting, and Procurement Accounts Payable

Fraud, Waste, and Abuse Overall Control Environment 
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Top Control Deficiencies

Common Types

Lack of Appropriate 
Segregation of 

Duties

Lack of Approval / 
Authorization

Process Does Not 
Follow Established 

Policies
Outdated Policies

Allowable 
Costs/Cost 
Principles

System Access 
Control

Disaster Recovery

Common Areas

Cash handling
Accounts 

Receivable
Grants 

Management
Payroll/HR Controls Purchasing Technology
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How to Respond
a. Organize & Prioritize

b. Execute, Track, Follow Up & Validate

c. Monitor
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Organize & Prioritize
Develop a Corrective Action Plan that defines:

a. Discrete tasks that are easily implemented 

b. Implementation that will take time to develop and implement 

c. Require policies and procedures 

d. Require training 

e. Address through internal audit work plans 
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Execute, Track, Follow Up & Validate
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Execute, Track, Follow Up & Validate
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Monitor
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How to Prevent
a. Organization’s Role 

• Identify strengths and weaknesses in the organization and leverage

• Be more proactive with internal controls

• Develop a risk ledger for mission critical functions

• Provide training, educate

• Ask and identify what could go wrong?  If it seems out of place, it probably is

b. External and Internal Audit Working Collaboratively with Management

16



17



Presenters’ Contact Information
Elena Adair, CPA, CPFO

Finance Director, City of Alameda

Phone |510-747-4881

Email|eadair@alamedaca.gov

Tom Hennig

Director of Administration/Accounting

Rancho Murieta Community Services District

Phone|916-354-3700  

Email | thennig@rmcsd.com

Mark Steranka, MBA

Partner, Moss Adams

Phone |206-302-6409  

Email | mark.Steranka@mossadams.com

Vanessa Burke, CPA, CPFO

Partner, The Pun Group LLP

Phone | 925-974-3394

Email |vanessa.burke@pungroup.com

18


