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OeDay You Wake Upand Hav Materlal
Weaknesses |n Internal Controls
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Course Objective:

At the completion of this course, participants should understand the importance of
internal controls, what comprises a system of internal controls and how to document and
test internal control. When controls are deficient, participants will be able to identify
those deficiencies and learn ways in which to respond, organize, prioritize and track and
follow up. In addition, organizations can identify options to using a risk based internal
audit program in connection with internal risk assessment procedures to assist in
preventing control deficiencies, fraud, waste and abuse.
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Why are Internal Controls Important

a. Safeguarding of Assets
a. From Fraud, Waste and Abuse or Error

b. Prevention and Detection
a. Ensure Reliable Financial Reporting
b. Maintain Compliance with Contracts, Laws and Regulations

c. Correction
a. Companies Operate More Efficiently
Automation of Manual Controls
Identifies Unnecessary Duplication and Redundancy
Receive Timely and Relevant Information
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A System of Internal Controls
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Definition

COSO Framework
Design
Documentation
Implementation
Validation
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CONTROL ENVIRONMENT

Theforganization deronstrates
a commitment to integrity and
ethical value.

The board of directors
demonstrates independence
from management and
exercises oversight of the
development and performance
of internal control.

Management establishes, with
board oversight, structures,
reporting lines, and
appropriate authorities and
responsibilities in the pursuit
of objectives.

The organization identifies and
assesses changes that could

significantly affect the system

of internal contrel. -

The organization holds
individuals accountable for
their internal contro!
responsibilities in the pursuit of
objectives.

RISK ASSESSMENT

The organization specifies
objectives with sufficient clarity
to enable the identification and
assessment of risks relating to
objectives.

The organization identifies
risks to the achievement of its
objectives across the entity
and analyzes risks as a basis
for determining how the risks
should be managed.

The organization considers the
potential for fraud in assessing
risks to the achievement of
objectives.

The organization identifies and
assesses changes that could
significantly affect the system
of internal control.

CONTROL ACTIVITIES

: The .organizatidn selects and .

" develops control activities

- that contribute to the

" mitigation of risks to the

. achievement of objectives to
. acceptable levels.

- The organization selects and
- develops general control

- activities over technology to

- support the achievement of

- objectives.

- The organization deploys

- control activities through

- policies that establish what is
- expected and procedures

- that put policies into action.

- INFORMATION &
.COMMUNICATION

The organization obtains or
generates and uses relevant,
quality information tc support
the functioning of internal
control.

The organization internally
communicates information,
including objectives and
responsibilities for internal
control, necessary to support
the functioning of internal
control.

The organization
communicates with external
parties regarding matters
affecting the functioning of
internal control.

MONITORING SERVICES

The organization selects, -
develops, and performs
ongoing and/or separate -
evaluations to ascertain .

. whether the.components of

internal control are present
and functioning. :

The organization evaluates
and communicates internal
control deficienciesina -

. timely manner to those -

parties responsible for taking
corrective action, including
senior management and the
board of directors, as
appropriate.
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A System of Internal Controls

Design

Documentation

Implementation
Validation
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A System of Internal Controls

a. Management is responsible for the preparation and fair presentation of financial
statements....and for such internal control as management determines is necessary
to enable the preparation of financial statements that are free from material
misstatement, whether due to fraud or error.

b. The financial (external) auditor considers internal control relevant to the entity’s
preparation and fair presentation of the financial statements in order to design
audit procedures that are appropriate in the circumstances, but not for the purpose
of expressing an opinion on the effectiveness of the entity’s internal control.

c. The internal auditor complements the external auditor by looking broader and
deeper to evaluate the controls environment and test specific controls, and works
with management to ensure improvements are implemented.
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|[dentifying Control Deficiencies

a. Elected Official/Leadership/Management
b. External Audit

c. Internal Audit

d. Federal Grant Audits
e. Regulatory Audits
f. Ethics Hotline

g. Sideline Conversations

h. Talking to Your Staff Responsible for the Process/Control
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Risk Based Internal Audit Program
Enterprise Risk/Performance Assessment

Asset Management and Capital Program Payroll

Operations/Service Delivery Monthly Account Reconciliation and Closing
Risk Management and Internal Controls Budgeting

Governance, Management, and Organization Cash Receipts and Cash Handling

Funding and Economics Revenues and Billings

Human Resources Accounts Receivables and Write-Offs
Technology Grants Management and Compliance
Safety and Security Information Technology Access

Accounting, Financial Reporting, and Procurement Accounts Payable

Fraud, Waste, and Abuse Overall Control Environment
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Top Control Deficiencies

Common Areas

Accounts Grants

Receivable e Payroll/HR Controls Purchasing Technology

Cash handling

Lack of Appropriate ey Process Does Not Allowable System Access
Segregation of ppre Follow Established Outdated Policies Costs/Cost Control
. Authorization " o
Duties Policies Principles Disaster Recovery
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How to Respond

a. Organize & Prioritize
b. Execute, Track, Follow Up & Validate

c. Monitor
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Organize & Prioritize

Develop a Corrective Action Plan that defines:

a. Discrete tasks that are easily implemented

Implementation that will take time to develop and implement
Require policies and procedures

Require training

A

Address through internal audit work plans
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BOS BOS Finding Bctual
tem | Acceptancs | Direction to| Fnding R=medintion Plan Est. comrected? Expected Compl.
Meo. | fApproval | mplement | Mo Finding Recommendation Dept. Onamizr [Course of Action & Expected Benefits) Est. Cost | Sawimgs | (¥, N, Partinl] |Compl. Date Dt Status Comments
1 1 The City's curment policy does |Update the current policy | Finance CFRD The scoounts payable invoice processing policy P 3312008 tmmps hawve been purchased,
not adeguately sddress the | and procedures to indude in policytech states "The department is Written palficy needs to be updated
process for documenting additional guidanos relating responsible for verifying produd has been and communication to cepartments
when a good or servicoe is to the process of received. After items have besn verified, the on policy dhange will coour later this
recefeed. documenting when moods acoounts payable derk processes the invoios maonth or hMandh.
arad services are received utilizing the m." The policy will be
and require documentztion updated to add 2 procedure for the departments
for receipt of good or o document this procedure by initialing and
servioes before payment is dating the inwoice or the packing slip to confirm
iz, receipt.
2 2 The City"s curment policies zind | Update the curment written | Rnance CFD There are abways at 2 lesst individuals involved P 33120018
procedures do not adequately | policies and procedures inan a/p trenssction at the dept level and an
address all aspects relating to | relating to processing spprover would maost likehy never be involved in
sepresation of duties when | purchases and segrezated the receipt of the poods. We beliewe the added
recefving goods and duties to provide more procedure in step 1 will sddness this.
spproving payment for goods. | comprehensive zuidance.
3 3 The City"s curment policies and | Wpdate the current written | FRnance CFRD This will be addressed with the added procedure P 3312008
procedures co not adequately | policies snd procedures to instep 1.
spedfy an sppropriste require that approval for
process to ensure approval parymrents should not be
for payment was performed | performed until afoer the
after the poods were cocumented recsived date.
reosived.
5 5 The vendor rame listed on Provide additional training | Finance CFRD The Finance: Department Accournting Technician P 3312008 Written palicy needs to be updated.
two purchasing invoices did  |to supervisors that are and the Acoounting Manager confirm that the
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2016, vendor W-9'z were maintained in hard
copy and depending on when He document was
received may be stored at an offsite faglity.
Beginning in 2016, the Finance Department
began maintaining theze documents
electronically zo they can be easily accessed. In
addition, the department iz working to ensure
that W-9'z received in hard copy for all existing
vendors are available electronically.

BOs BOS Finding Bctual
tem | Acceptancs | Direction to| Fnding Remediation Plan Est. corrected? Expescited Compl.
No. | fApproval | Implement | Mo, Finding Recommendation Dept. Oramier [Course of &ction & Expected Benefits) Est. Cost | Sawings | (¥, N, Partial] |Compl. Date Date Status Comments

10 10 |Required guotes or Revize polices to provide  |Finance CFO The purchasing & contracts polices and Y 12/31/2017 Feb-18
[documentation of an additional clarification procedures will be updated to provide additional
exemption from the regarding the requirement clarification regarding the requirement for
requirement were not for at least three quotes, quotes.
|provided for all relevant and increase compliance
purchazes. through training and
monitoning.
11 11 |The completeness of all Continue ongoing efforts to |Finance CFO Thiz finding relates to W-9's for vendors. The Y 3/31/2018{ Feb-18
vendor filez could not be maintain complete vendor City haz numerous vendors that have been daing
readily asseszed. files. business with the City for many years. Prior to
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Monitor

: prioritize risks to
organizational
objectives

Prioritize
Risks

Identify
Information

3. ldentify

information that

will persuasively

indicate whether the

internal control system
' Is operating effectively
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Hovv to Prevent

Organization’s Role

* |dentify strengths and weaknesses in the organization and leverage

 Be more proactive with internal controls

 Develop a risk ledger for mission critical functions

* Provide training, educate

 Ask and identify what could go wrong? If it seems out of place, it probably is

b. External and Internal Audit Working Collaboratively with Management
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Presenters’ Contact Information

Finance Director, City of Alameda

Phone |510-747-4881

Email |eadair@alamedaca.gov

Partner, Moss Adams
Phone |206-302-6409

Email | mark.Steranka@mossadams.com

Tom Hennig
Director of Administration/Accounting Vanessa Burke, CPA, CPFO
Rancho Murieta Community Services District Partner, The Pun Group LLP

Phone|916-354-3700
Email | thennig@rmcsd.com

Phone | 925-974-3394

Email |vanessa.burke@pungroup.com



